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Third party software used in IntelligenceCenter:
DOM4J
Copyright 2001-2005 (C) MetaStuff, Ltd. All Rights Reserved.

Redistribution and use of this software and associated documentation ("Software"), with or
without modification, are permitted provided that the following conditions are met:

Redistributions of source code must retain copyright statements and notices. Redistributions
must also contain a copy of this document.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

The name "DOM4]" must not be used to endorse or promote products derived from this
Software without prior written permission of MetaStuff, Ltd. For written permission, please
contact dom4j-info@metastuff.com.

Products derived from this Software may not be called "DOM4]" nor may "DOM4]" appear in
their names without prior written permission of MetaStuff, Ltd. DOM4] is a registered
trademark of MetaStuff, Ltd.

Due credit should be given to the DOM4] Project - http:/ /dom4j.sourceforge.net

THIS SOFTWARE IS PROVIDED BY METASTUFF, LTD. AND CONTRIBUTORS AS IS" AND
ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL METASTUFF, LTD. ORITS
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Apache Software Foundation Licensing Note

This product includes software developed at The Apache Software Foundation (http://
www.apache.org/), including Xerces XML Parser, Apache Axis, Apache Commons, log4j, and
AdvancedForm all of which distributed under the Apache License Version 2.0, January 2004
(reproduced below).

Apache Xerces Java
Copyright 1999-2007 The Apache Software Foundation
Portions of this software were originally based on the following:
- software copyright (c) 1999, IBM Corporation., http://www.ibm.com.
- software copyright (c) 1999, Sun Microsystems., http:/ /www.sun.com.

- voluntary contributions made by Paul Eng on behalf of the Apache Software Foundation
that were originally developed at iClick, Inc., software copyright (c) 1999.

Apache Axis

Copyright 1999-2007 The Apache Software Foundation
Apache Commons

Copyright 1999-2007 The Apache Software Foundation
log4j
Copyright © 1999-2006, Apache Software Foundation.
AdvancedForm

Copyright 2006 Renaun Erickson (http:/ /renaun.com)
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Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http:/ /www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the
License is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF
ANY KIND, either express or implied. See the License for the specific language governing
permissions and limitations under the License.

Apache License

Version 2.0, January 2004

http:/ /www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined
by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the direction or management of such
entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

"Source" form shall mean the preferred form for making modifications, including but not limited
to software source code, documentation source, and configuration files.

"Object” form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the work
(an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this
License, Derivative Works shall not include works that remain separable from, or merely link (or
bind by name) to the interfaces of, the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work
and any modifications or additions to that Work or Derivative Works thereof, that is
intentionally submitted to Licensor for inclusion in the Work by the copyright owner or by an
individual or Legal Entity authorized to submit on behalf of the copyright owner. For the
purposes of this definition, "submitted"” means any form of electronic, verbal, or written
communication sent to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems, and issue tracking
systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License.
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Subject to the terms and conditions of this License, each Contributor hereby grants to You a
perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable copyright license to
reproduce, prepare Derivative Works of, publicly display, publicly perform, sublicense, and
distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License.

Subject to the terms and conditions of this License, each Contributor hereby grants to You a
perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as stated in
this section) patent license to make, have made, use, offer to sell, import, and otherwise transfer
the Work, where such license applies only to those patent claims licensable by such Contributor
that are necessarily infringed by their Contribution(s) alone or by combination of their
Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute
patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit)
alleging that the Work or a Contribution incorporated within the Work constitutes direct or
contributory patent infringement, then any patent licenses granted to You under this License for
that Work shall terminate as of the date such litigation is filed.

4. Redistribution.

You may reproduce and distribute copies of the Work or Derivative Works thereof in any
medium, with or without modifications, and in Source or Object form, provided that You meet
the following conditions:

1. You must give any other recipients of the Work or Derivative Works a copy of this License;
and

2. You must cause any modified files to carry prominent notices stating that You changed the
files; and

3. You must retain, in the Source form of any Derivative Works that You distribute, all copyright,
patent, trademark, and attribution notices from the Source form of the Work, excluding those
notices that do not pertain to any part of the Derivative Works; and

4. If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works
that You distribute must include a readable copy of the attribution notices contained within such
NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in
at least one of the following places: within a NOTICE text file distributed as part of the
Derivative Works; within the Source form or documentation, if provided along with the
Derivative Works; or, within a display generated by the Derivative Works, if and wherever such
third-party notices normally appear. The contents of the NOTICE file are for informational
purposes only and do not modify the License. You may add Your own attribution notices within
Derivative Works that You distribute, alongside or as an addendum to the NOTICE text from the
Work, provided that such additional attribution notices cannot be construed as modifying the
License.

You may add Your own copyright statement to Your modifications and may provide additional
or different license terms and conditions for use, reproduction, or distribution of Your
modifications, or for any such Derivative Works as a whole, provided Your use, reproduction,
and distribution of the Work otherwise complies with the conditions stated in this License.

5. Submission of Contributions.

Unless You explicitly state otherwise, any Contribution intentionally submitted for inclusion in
the Work by You to the Licensor shall be under the terms and conditions of this License, without
any additional terms or conditions. Notwithstanding the above, nothing herein shall supersede
or modify the terms of any separate license agreement you may have executed with Licensor
regarding such Contributions.

6. Trademarks.

This License does not grant permission to use the trade names, trademarks, service marks, or
product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty.



Unless required by applicable law or agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT WARRANTIES OR
CONDITIONS OF ANY KIND, either express or implied, including, without limitation, any
warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS
FOR A PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any risks associated with Your
exercise of permissions under this License.

8. Limitation of Liability.

In no event and under no legal theory, whether in tort (including negligence), contract, or
otherwise, unless required by applicable law (such as deliberate and grossly negligent acts) or
agreed to in writing, shall any Contributor be liable to You for damages, including any direct,
indirect, special, incidental, or consequential damages of any character arising as a result of this
License or out of the use or inability to use the Work (including but not limited to damages for
loss of goodwill, work stoppage, computer failure or malfunction, or any and all other
commercial damages or losses), even if such Contributor has been advised of the possibility of
such damages.

9. Accepting Warranty or Additional Liability.

While redistributing the Work or Derivative Works thereof, You may choose to offer, and charge
a fee for, acceptance of support, warranty, indemnity, or other liability obligations and/or rights
consistent with this License. However, in accepting such obligations, You may act only on Your
own behalf and on Your sole responsibility, not on behalf of any other Contributor, and only if
You agree to indemnify, defend, and hold each Contributor harmless for any liability incurred
by, or claims asserted against, such Contributor by reason of your accepting any such warranty
or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work

To apply the Apache License to your work, attach the following boilerplate notice, with the
fields enclosed by brackets "[]" replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate comment syntax for the file format.
We also recommend that a file or class name and description of purpose be included on the same
"printed page" as the copyright notice for easier identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http:/ /www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the
License is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF
ANY KIND, either express or implied. See the License for the specific language governing
permissions and limitations under the License.

JAX-WS 2.0.1 reference implementation Licensing Note

The following software may be included in this product: JAX-WS 2.0.1 Reference
Implementation developed as part of Project GlassFish (https:/ /glassfish.devjava.net/), the
Source Code for which is available and distributed under the terms of the Common
Development and Distribution License (CDDL) Version 1.0. The Executable version of this
reference implementation is distributed under the terms of Blue Coat's End User License
Agreement. Any terms in Blue Coat's End User License Agreement that differ from the CDDL
are offered by Blue Coat alone, and not by the Initial Developer of, or any Contributor to, the
JAX-WS 2.0.1 Reference Implementation.

The Source Code for JAX-WS- 2.0.1 Reference Implementation is available from Project
GlassFish at (https:/ /jax-ws.devjava.net/).
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JAX-WS-2.0.1 Reference Implementation may contain certain third party code identified in the
file, JAXWSv2_0_THIRDPARTYLICENSEREADME.txt, included with the IntelligenceCenter
software.

JBOSS & Hibernate Licensing Note

The following software may be included in this product: The JBoss® application server is
Copyright 2000-2006, Red Hat Middleware LLC and individual contributors, and is licensed
under the GNU LGPL.

Hibernate - Relational Persistence for Idiomatic Java, version 3.2.2 is a component of the JBoss
Enterprise Middleware System (JEMS) suite of products. JBoss is a registered trademark of Red
Hat Middleware LLC. This software is distributed under the terms of the FSF Lesser Gnu Public
License (see Igpl.txt). This product also includes software developed by the Apache Software
Foundation (http:/ /www.apache.org/).

A copy of the GNU Lesser General Public License can be found below. A copy of the machine-
readable source code for JBoss and Hibernate software is available by contacting Blue Coat, Inc.
This offer is valid for three years following receipt of the binaries shipped by Blue Coat.

GNU LESSER GENERAL PUBLIC LICENSE

Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

[This is the first released version of the Lesser GPL. It also counts as the successor of the GNU
Library Public License, version 2, hence the version number 2.1.]

Preamble

The licenses for most software are designed to take away your freedom to share and change it.
By contrast, the GNU General Public Licenses are intended to guarantee your freedom to share
and change free software--to make sure the software is free for all its users.

This license, the Lesser General Public License, applies to some specially designated software
packages--typically libraries--of the Free Software Foundation and other authors who decide to
use it. You can use it too, but we suggest you first think carefully about whether this license or
the ordinary General Public License is the better strategy to use in any particular case, based on
the explanations below.

When we speak of free software, we are referring to freedom of use, not price. Our General
Public Licenses are designed to make sure that you have the freedom to distribute copies of free
software (and charge for this service if you wish); that you receive source code or can get it if you
want it; that you can change the software and use pieces of it in new free programs; and that you
are informed that you can do these things.

To protect your rights, we need to make restrictions that forbid distributors to deny you these
rights or to ask you to surrender these rights. These restrictions translate to certain
responsibilities for you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the
recipients all the rights that we gave you. You must make sure that they, too, receive or can get
the source code. If you link other code with the library, you must provide complete object files to
the recipients, so that they can relink them with the library after making changes to the library
and recompiling it. And you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the library, and (2) we offer you
this license, which gives you legal permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that there is no warranty for the free
library. Also, if the library is modified by someone else and passed on, the recipients should
know that what they have is not the original version, so that the original author's reputation will
not be affected by problems that might be introduced by others.
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Finally, software patents pose a constant threat to the existence of any free program. We wish to
make sure that a company cannot effectively restrict the users of a free program by obtaining a
restrictive license from a patent holder. Therefore, we insist that any patent license obtained for a
version of the library must be consistent with the full freedom of use specified in this license.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public
License. This license, the GNU Lesser General Public License, applies to certain designated
libraries, and is quite different from the ordinary General Public License. We use this license for
certain libraries in order to permit linking those libraries into non-free programs.

When a program is linked with a library, whether statically or using a shared library, the
combination of the two is legally speaking a combined work, a derivative of the original library.
The ordinary General Public License therefore permits such linking only if the entire
combination fits its criteria of freedom. The Lesser General Public License permits more lax
criteria for linking other code with the library.

We call this license the "Lesser" General Public License because it does Less to protect the user's
freedom than the ordinary General Public License. It also provides other free software
developers Less of an advantage over competing non-free programs. These disadvantages are
the reason we use the ordinary General Public License for many libraries. However, the Lesser
license provides advantages in certain special circumstances.

For example, on rare occasions, there may be a special need to encourage the widest possible use
of a certain library, so that it becomes a de-facto standard. To achieve this, non-free programs
must be allowed to use the library. A more frequent case is that a free library does the same job
as widely used non-free libraries. In this case, there is little to gain by limiting the free library to
free software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free programs enables a greater
number of people to use a large body of free software. For example, permission to use the GNU
C Library in non-free programs enables many more people to use the whole GNU operating
system, as well as its variant, the GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users' freedom, it does
ensure that the user of a program that is linked with the Library has the freedom and the
wherewithal to run that program using a modified version of the Library.

The precise terms and conditions for copying, distribution and modification follow. Pay close
attention to the difference between a "work based on the library" and a "work that uses the
library". The former contains code derived from the library, whereas the latter must be combined
with the library in order to run.

Terms And Conditions For Copying, Distribution And Modification

0. This License Agreement applies to any software library or other program which contains a
notice placed by the copyright holder or other authorized party saying it may be distributed
under the terms of this Lesser General Public License (also called "this License"). Each licensee is
addressed as "you".

A "library" means a collection of software functions and/or data prepared so as to be
conveniently linked with application programs (which use some of those functions and data) to
form executables.

The "Library", below, refers to any such software library or work which has been distributed
under these terms. A "work based on the Library" means either the Library or any derivative
work under copyright law: that is to say, a work containing the Library or a portion of it, either
verbatim or with modifications and/or translated straightforwardly into another language.
(Hereinafter, translation is included without limitation in the term "modification".)

"Source code" for a work means the preferred form of the work for making modifications to it.
For a library, complete source code means all the source code for all modules it contains, plus
any associated interface definition files, plus the scripts used to control compilation and
installation of the library.
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Activities other than copying, distribution and modification are not covered by this License;
they are outside its scope. The act of running a program using the Library is not restricted, and
output from such a program is covered only if its contents constitute a work based on the
Library (independent of the use of the Library in a tool for writing it). Whether that is true
depends on what the Library does and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source code as you
receive it, in any medium, provided that you conspicuously and appropriately publish on each
copy an appropriate copyright notice and disclaimer of warranty; keep intact all the notices that
refer to this License and to the absence of any warranty; and distribute a copy of this License
along with the Library.

You may charge a fee for the physical act of transferring a copy, and you may at your option
offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming a work
based on the Library, and copy and distribute such modifications or work under the terms of
Section 1 above, provided that you also meet all of these conditions:

"a) The modified work must itself be a software library.

"b) You must cause the files modified to carry prominent notices stating that you changed the
files and the date of any change.

"c) You must cause the whole of the work to be licensed at no charge to all third parties under
the terms of this License.

"d) If a facility in the modified Library refers to a function or a table of data to be supplied by an
application program that uses the facility, other than as an argument passed when the facility is
invoked, then you must make a good faith effort to ensure that, in the event an application does
not supply such function or table, the facility still operates, and performs whatever part of its
purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely well-
defined independent of the application. Therefore, Subsection 2d requires that any application-
supplied function or table used by this function must be optional: if the application does not
supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work
are not derived from the Library, and can be reasonably considered independent and separate
works in themselves, then this License, and its terms, do not apply to those sections when you
distribute them as separate works. But when you distribute the same sections as part of a whole
which is a work based on the Library, the distribution of the whole must be on the terms of this
License, whose permissions for other licensees extend to the entire whole, and thus to each and
every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written
entirely by you; rather, the intent is to exercise the right to control the distribution of derivative
or collective works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or
with a work based on the Library) on a volume of a storage or distribution medium does not
bring the other work under the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this
License to a given copy of the Library. To do this, you must alter all the notices that refer to this
License, so that they refer to the ordinary GNU General Public License, version 2, instead of to
this License. (If a newer version than version 2 of the ordinary GNU General Public License has
appeared, then you can specify that version instead if you wish.) Do not make any other change
in these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU
General Public License applies to all subsequent copies and derivative works made from that

copy.

This option is useful when you wish to copy part of the code of the Library into a program that
is not a library.
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4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in
object code or executable form under the terms of Sections 1 and 2 above provided that you
accompany it with the complete corresponding machine-readable source code, which must be
distributed under the terms of Sections 1 and 2 above on a medium customarily used for
software interchange.

If distribution of object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place satisfies the requirement
to distribute the source code, even though third parties are not compelled to copy the source
along with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to work
with the Library by being compiled or linked with it, is called a "work that uses the Library".
Such a work, in isolation, is not a derivative work of the Library, and therefore falls outside the
scope of this License.

However, linking a "work that uses the Library" with the Library creates an executable that is a
derivative of the Library (because it contains portions of the Library), rather than a "work that
uses the library". The executable is therefore covered by this License. Section 6 states terms for
distribution of such executables.

When a "work that uses the Library" uses material from a header file that is part of the Library,
the object code for the work may be a derivative work of the Library even though the source
code is not. Whether this is true is especially significant if the work can be linked without the
Library, or if the work is itself a library. The threshold for this to be true is not precisely defined
by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and
small macros and small inline functions (ten lines or less in length), then the use of the object file
is unrestricted, regardless of whether it is legally a derivative work. (Executables containing this
object code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the
work under the terms of Section 6. Any executables containing that work also fall under Section
6, whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also combine or link a "work that uses the
Library" with the Library to produce a work containing portions of the Library, and distribute
that work under terms of your choice, provided that the terms permit modification of the work
for the customer's own use and reverse engineering for debugging such modifications.

You must give prominent notice with each copy of the work that the Library is used in it and
that the Library and its use are covered by this License. You must supply a copy of this License.
If the work during execution displays copyright notices, you must include the copyright notice
for the Library among them, as well as a reference directing the user to the copy of this License.
Also, you must do one of these things:

"a) Accompany the work with the complete corresponding machine-readable source code for the
Library including whatever changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked with the Library, with the
complete machine-readable "work that uses the Library", as object code and/or source code, so
that the user can modify the Library and then relink to produce a modified executable
containing the modified Library. (It is understood that the user who changes the contents of
definitions files in the Library will not necessarily be able to recompile the application to use the
modified definitions.)

"b) Use a suitable shared library mechanism for linking with the Library. A suitable mechanism
is one that (1) uses at run time a copy of the library already present on the user's computer
system, rather than copying library functions into the executable, and (2) will operate properly
with a modified version of the library, if the user installs one, as long as the modified version is
interface-compatible with the version that the work was made with.

"c) Accompany the work with a written offer, valid for at least three years, to give the same user
the materials specified in Subsection 6a, above, for a charge no more than the cost of performing
this distribution.

"d) If distribution of the work is made by offering access to copy from a designated place, offer
equivalent access to copy the above specified materials from the same place.
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"e) Verify that the user has already received a copy of these materials or that you have already
sent this user a copy.

For an executable, the required form of the "work that uses the Library" must include any data
and utility programs needed for reproducing the executable from it. However, as a special
exception, the materials to be distributed need not include anything that is normally distributed
(in either source or binary form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component itself accompanies the
executable.

It may happen that this requirement contradicts the license restrictions of other proprietary
libraries that do not normally accompany the operating system. Such a contradiction means you
cannot use both them and the Library together in an executable that you distribute.

7. You may place library facilities that are a work based on the Library side-by-side in a single
library together with other library facilities not covered by this License, and distribute such a
combined library, provided that the separate distribution of the work based on the Library and
of the other library facilities is otherwise permitted, and provided that you do these two things:

"a) Accompany the combined library with a copy of the same work based on the Library,
uncombined with any other library facilities. This must be distributed under the terms of the
Sections above.

"b) Give prominent notice with the combined library of the fact that part of it is a work based on
the Library, and explaining where to find the accompanying uncombined form of the same
work.

8. You may not copy, modify, sublicense, link with, or distribute the Library except as expressly
provided under this License. Any attempt otherwise to copy, modify, sublicense, link with, or
distribute the Library is void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under this License will not have
their licenses terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not signed it. However, nothing
else grants you permission to modify or distribute the Library or its derivative works. These
actions are prohibited by law if you do not accept this License. Therefore, by modifying or
distributing the Library (or any work based on the Library), you indicate your acceptance of this
License to do so, and all its terms and conditions for copying, distributing or modifying the
Library or works based on it.

10. Each time you redistribute the Library (or any work based on the Library), the recipient
automatically receives a license from the original licensor to copy, distribute, link with or modify
the Library subject to these terms and conditions. You may not impose any further restrictions
on the recipients' exercise of the rights granted herein. You are not responsible for enforcing
compliance by third parties with this License.

11. If, as a consequence of a court judgment or allegation of patent infringement or for any other
reason (not limited to patent issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this License, they do not excuse you
from the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you
may not distribute the Library at all. For example, if a patent license would not permit royalty-
free redistribution of the Library by all those who receive copies directly or indirectly through
you, then the only way you could satisfy both it and this License would be to refrain entirely
from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance,
the balance of the section is intended to apply, and the section as a whole is intended to apply in
other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system which is implemented by public license
practices. Many people have made generous contributions to the wide range of software
distributed through that system in reliance on consistent application of that system; it is up to
the author/donor to decide if he or she is willing to distribute software through any other
system and a licensee cannot impose that choice.
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This section is intended to make thoroughly clear what is believed to be a consequence of the
rest of this License.

12. If the distribution and/or use of the Library is restricted in certain countries either by patents
or by copyrighted interfaces, the original copyright holder who places the Library under this
License may add an explicit geographical distribution limitation excluding those countries, so
that distribution is permitted only in or among countries not thus excluded. In such case, this
License incorporates the limitation as if written in the body of this License.

13. The Free Software Foundation may publish revised and /or new versions of the Lesser
General Public License from time to time. Such new versions will be similar in spirit to the
present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library specifies a version number
of this License which applies to it and "any later version", you have the option of following the
terms and conditions either of that version or of any later version published by the Free Software
Foundation. If the Library does not specify a license version number, you may choose any
version ever published by the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free programs whose distribution
conditions are incompatible with these, write to the author to ask for permission. For software
which is copyrighted by the Free Software Foundation, write to the Free Software Foundation;
we sometimes make exceptions for this. Our decision will be guided by the two goals of
preserving the free status of all derivatives of our free software and of promoting the sharing
and reuse of software generally.

NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY
FOR THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE LIBRARY "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE LIBRARY IS WITH
YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL
NECESSARY SERVICING, REPAIR OR CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE LIBRARY (INCLUDING
BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR
LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY TO
OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

PostgreSQL Licensing Note

The Following software may be included in this product: PostgreSQL

Portions Copyright (c) 1996-2005, The PostgreSQL Global Development Group
Portions Copyright (c) 1994, The Regents of the University of California

Permission to use, copy, modify, and distribute this software and its documentation for any
purpose, without fee, and without a written agreement is hereby granted, provided that the
above copyright notice and this paragraph and the following two paragraphs appear in all
copies.

IN NO EVENT SHALL THE UNIVERSITY OF CALIFORNIA BE LIABLE TO ANY PARTY FOR
DIRECT, INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES,
INCLUDING LOST PROFITS, ARISING OUT OF THE USE OF THIS SOFTWARE AND ITS
DOCUMENTATION, EVEN IF THE UNIVERSITY OF CALIFORNIA HAS BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE.
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THE UNIVERSITY OF CALIFORNIA SPECIFICALLY DISCLAIMS ANY WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE SOFTWARE
PROVIDED HEREUNDER IS ON AN "AS IS" BASIS, AND THE UNIVERSITY OF
CALIFORNIA HAS NO OBLIGATIONS TO PROVIDE MAINTENANCE, SUPPORT,
UPDATES, ENHANCEMENTS, OR MODIFICATIONS.

SWEFObject Licensing Note
The following software may be included in this product: SWFObject

Copyright (c) 2006 Geoff Stearns Permission is hereby granted, free of charge, to any person
obtaining a copy of this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to use, copy, modify,
merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons
to whom the Software is furnished to do so, subject to the following conditions: The above
copyright notice and this permission notice shall be included in all copies or substantial portions
of the Software. THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY
KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

WebWork Licensing Note
The following software may be included in this product: WebWork
* Copyright (c) 2001-2005 The OpenSymphony Group. All rights reserved.

* Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

3. The end-user documentation included with the redistribution, if any, must include the
following acknowledgment: "This product includes software developed by the OpenSymphony
Group (http://www.opensymphony.com/)." Alternately, this acknowledgment may appear in
the software itself, if and wherever such third-party acknowledgments normally appear.

4. The names "OpenSymphony" and "The OpenSymphony Group" must not be used to endorse
or promote products derived from this software without prior written permission. For written
permission, please contact license@opensymphony.com.

5. Products derived from this software may not be called "OpenSymphony" or "WebWork", nor
may "OpenSymphony" or "WebWork" appear in their name, without prior written permission of
the OpenSymphony Group.

THIS SOFTWARE IS PROVIDED AS IS" AND ANY EXPRESSED OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE APACHE SOFTWARE FOUNDATION OR ITS CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Quartz Licensing Note

The following software may be included in this product: Quartz

xiii



Copyright 2004-2005 OpenSymphony Group.

All source code, binaries, documentation, and other files in the distribution of Quartz are subject
to the terms of the Apache License Version 2.0, January 2004 (http:/ /www.apache.org/licenses/
), see above.

Flippable Form Elements (IPE Controls)

The following software may be included in this product: Flippable Form Elements (IPE
Controls) This software is distributed under the MIT Open Source License (also referred to as the
MIT "X11 license").

Copyright © Ely Greeenfield, 2007, all rights reserved.
The MIT Open Source License appears below:
Copyright (c) <year> <copyright holders>

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute,
sublicense, and/or sell copies of the Software, and to permit persons to whom the software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Java Runtime Environment Licensing Note
The following software may be included in this product: Java® Runtime Environment.
Copyright © 2006 Sun Microsystems, Inc., All rights reserved.

Sun's Java® Runtime Environment implementation may contain certain third party code
identified in the file, JAVA_THIRDPARTYLICENSEREADME.txt, included with the
IntelligenceCenter software.

BIRT Licensing Note

The following software may be included in this product: BIRT 2.1.2 reporting engine runtime
Copyright © 2007 The Eclipse Foundation

This software is licensed under the Eclipse Public License v 1.0

Third party software used in DataCollector:

Apache Software Foundation Licensing Note

This product includes software developed at The Apache Software Foundation (http://
www.apache.org/), including Xerces XML Parser, Apache Axis, Apache Commons, log4j, and
AdvancedForm all of which distributed under the Apache License Version 2.0, January 2004
(reproduced below).

Apache Xerces Java
Copyright 1999-2007 The Apache Software Foundation
Portions of this software were originally based on the following:
- software copyright (c) 1999, IBM Corporation., http:/ /www.ibm.com.

- software copyright (c) 1999, Sun Microsystems., http:/ /www.sun.com.

Xiv



IntelligenceCenter Getting Started Guide

- voluntary contributions made by Paul Eng on behalf of the Apache Software Foundation
that were originally developed at iClick, Inc., software copyright (c) 1999.

Apache Axis

Copyright 1999-2007 The Apache Software Foundation
Apache Commons

Copyright 1999-2007 The Apache Software Foundation
log4j
Copyright © 1999-2006, Apache Software Foundation.
Apache License
Version 2.0, January 2004
http:/ /www.apache.org/licenses/
TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined
by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the direction or management of such
entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

"Source" form shall mean the preferred form for making modifications, including but not limited
to software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the work
(an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this
License, Derivative Works shall not include works that remain separable from, or merely link (or
bind by name) to the interfaces of, the Work and Derivative Works thereof.

"Contribution” shall mean any work of authorship, including the original version of the Work
and any modifications or additions to that Work or Derivative Works thereof, that is
intentionally submitted to Licensor for inclusion in the Work by the copyright owner or by an
individual or Legal Entity authorized to submit on behalf of the copyright owner. For the
purposes of this definition, "submitted" means any form of electronic, verbal, or written
communication sent to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems, and issue tracking
systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License.
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Subject to the terms and conditions of this License, each Contributor hereby grants to You a
perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable copyright license to
reproduce, prepare Derivative Works of, publicly display, publicly perform, sublicense, and
distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License.

Subject to the terms and conditions of this License, each Contributor hereby grants to You a
perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as stated in
this section) patent license to make, have made, use, offer to sell, import, and otherwise transfer
the Work, where such license applies only to those patent claims licensable by such Contributor
that are necessarily infringed by their Contribution(s) alone or by combination of their
Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute
patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit)
alleging that the Work or a Contribution incorporated within the Work constitutes direct or
contributory patent infringement, then any patent licenses granted to You under this License for
that Work shall terminate as of the date such litigation is filed.

4. Redistribution.

You may reproduce and distribute copies of the Work or Derivative Works thereof in any
medium, with or without modifications, and in Source or Object form, provided that You meet
the following conditions:

1. You must give any other recipients of the Work or Derivative Works a copy of this License;
and

2. You must cause any modified files to carry prominent notices stating that You changed the
files; and

3. You must retain, in the Source form of any Derivative Works that You distribute, all copyright,
patent, trademark, and attribution notices from the Source form of the Work, excluding those
notices that do not pertain to any part of the Derivative Works; and

4.If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works
that You distribute must include a readable copy of the attribution notices contained within such
NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in
at least one of the following places: within a NOTICE text file distributed as part of the
Derivative Works; within the Source form or documentation, if provided along with the
Derivative Works; or, within a display generated by the Derivative Works, if and wherever such
third-party notices normally appear. The contents of the NOTICE file are for informational
purposes only and do not modify the License. You may add Your own attribution notices within
Derivative Works that You distribute, alongside or as an addendum to the NOTICE text from the
Work, provided that such additional attribution notices cannot be construed as modifying the
License.

You may add Your own copyright statement to Your modifications and may provide additional
or different license terms and conditions for use, reproduction, or distribution of Your
modifications, or for any such Derivative Works as a whole, provided Your use, reproduction,
and distribution of the Work otherwise complies with the conditions stated in this License.

5. Submission of Contributions.

Unless You explicitly state otherwise, any Contribution intentionally submitted for inclusion in
the Work by You to the Licensor shall be under the terms and conditions of this License, without
any additional terms or conditions. Notwithstanding the above, nothing herein shall supersede
or modify the terms of any separate license agreement you may have executed with Licensor
regarding such Contributions.

6. Trademarks.

This License does not grant permission to use the trade names, trademarks, service marks, or
product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty.
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Unless required by applicable law or agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT WARRANTIES OR
CONDITIONS OF ANY KIND, either express or implied, including, without limitation, any
warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS
FOR A PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any risks associated with Your
exercise of permissions under this License.

8. Limitation of Liability.

In no event and under no legal theory, whether in tort (including negligence), contract, or
otherwise, unless required by applicable law (such as deliberate and grossly negligent acts) or
agreed to in writing, shall any Contributor be liable to You for damages, including any direct,
indirect, special, incidental, or consequential damages of any character arising as a result of this
License or out of the use or inability to use the Work (including but not limited to damages for
loss of goodwill, work stoppage, computer failure or malfunction, or any and all other
commercial damages or losses), even if such Contributor has been advised of the possibility of
such damages.

9. Accepting Warranty or Additional Liability.

While redistributing the Work or Derivative Works thereof, You may choose to offer, and charge
a fee for, acceptance of support, warranty, indemnity, or other liability obligations and/or rights
consistent with this License. However, in accepting such obligations, You may act only on Your
own behalf and on Your sole responsibility, not on behalf of any other Contributor, and only if
You agree to indemnify, defend, and hold each Contributor harmless for any liability incurred
by, or claims asserted against, such Contributor by reason of your accepting any such warranty
or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work

To apply the Apache License to your work, attach the following boilerplate notice, with the
fields enclosed by brackets "[]" replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate comment syntax for the file format.
We also recommend that a file or class name and description of purpose be included on the same
"printed page" as the copyright notice for easier identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http:/ /www.apache.org/licenses /LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

JAX-WS 2.0.1 reference implementation Licensing Note

The following software may be included in this product: JAX-WS 2.0.1 Reference
Implementation developed as part of Project GlassFish (https:/ /glassfish.devjava.net/), the
Source Code for which is available and distributed under the terms of the Common
Development and Distribution License (CDDL) Version 1.0. The Executable version of this
reference implementation is distributed under the terms of Blue Coat's End User License
Agreement. Any terms in Blue Coat's End User License Agreement that differ from the CDDL
are offered by Blue Coat alone, and not by the Initial Developer of, or any Contributor to, the
JAX-WS 2.0.1 Reference Implementation.
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The Source Code for JAX-WS- 2.0.1 Reference Implementation is available from Project
GlassFish at (https:/ /jax-ws.devjava.net/).

JAX-WS- 2.0.1 Reference Implementation may contain certain third party code identified in the
file, JAXWSv2_0_THIRDPARTYLICENSEREADME .txt, included with the IntelligenceCenter
software.

JBOSS & Hibernate Licensing Note

The following software may be included in this product: The JBoss® application server is
Copyright 2000-2006, Red Hat Middleware LLC and individual contributors, and is licensed
under the GNU LGPL.

Hibernate - Relational Persistence for Idiomatic Java, version 3.2.2 is a component of the JBoss
Enterprise Middleware System (JEMS) suite of products. JBoss is a registered trademark of Red
Hat Middleware LLC. This software is distributed under the terms of the FSF Lesser Gnu Public
License (see Igpl.txt). This product also includes software developed by the Apache Software
Foundation (http:/ /www.apache.org/).

A copy of the GNU Lesser General Public License can be found below. A copy of the machine-
readable source code for JBoss and Hibernate software is available by contacting Blue Coat, Inc.
This offer is valid for three years following receipt of the binaries shipped by Blue Coat.

GNU LESSER GENERAL PUBLIC LICENSE

Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

[This is the first released version of the Lesser GPL. It also counts as the successor of the GNU
Library Public License, version 2, hence the version number 2.1.]

Preamble

The licenses for most software are designed to take away your freedom to share and change it.
By contrast, the GNU General Public Licenses are intended to guarantee your freedom to share
and change free software--to make sure the software is free for all its users.

This license, the Lesser General Public License, applies to some specially designated software
packages--typically libraries--of the Free Software Foundation and other authors who decide to
use it. You can use it too, but we suggest you first think carefully about whether this license or
the ordinary General Public License is the better strategy to use in any particular case, based on
the explanations below.

When we speak of free software, we are referring to freedom of use, not price. Our General
Public Licenses are designed to make sure that you have the freedom to distribute copies of free
software (and charge for this service if you wish); that you receive source code or can get it if you
want it; that you can change the software and use pieces of it in new free programs; and that you
are informed that you can do these things.

To protect your rights, we need to make restrictions that forbid distributors to deny you these
rights or to ask you to surrender these rights. These restrictions translate to certain
responsibilities for you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the
recipients all the rights that we gave you. You must make sure that they, too, receive or can get
the source code. If you link other code with the library, you must provide complete object files to
the recipients, so that they can relink them with the library after making changes to the library
and recompiling it. And you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the library, and (2) we offer you
this license, which gives you legal permission to copy, distribute and/or modify the library.
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To protect each distributor, we want to make it very clear that there is no warranty for the free
library. Also, if the library is modified by someone else and passed on, the recipients should
know that what they have is not the original version, so that the original author's reputation will
not be affected by problems that might be introduced by others.

Finally, software patents pose a constant threat to the existence of any free program. We wish to
make sure that a company cannot effectively restrict the users of a free program by obtaining a
restrictive license from a patent holder. Therefore, we insist that any patent license obtained for a
version of the library must be consistent with the full freedom of use specified in this license.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public
License. This license, the GNU Lesser General Public License, applies to certain designated
libraries, and is quite different from the ordinary General Public License. We use this license for
certain libraries in order to permit linking those libraries into non-free programs.

When a program is linked with a library, whether statically or using a shared library, the
combination of the two is legally speaking a combined work, a derivative of the original library.
The ordinary General Public License therefore permits such linking only if the entire
combination fits its criteria of freedom. The Lesser General Public License permits more lax
criteria for linking other code with the library.

We call this license the "Lesser" General Public License because it does Less to protect the user's
freedom than the ordinary General Public License. It also provides other free software
developers Less of an advantage over competing non-free programs. These disadvantages are
the reason we use the ordinary General Public License for many libraries. However, the Lesser
license provides advantages in certain special circumstances.

For example, on rare occasions, there may be a special need to encourage the widest possible use
of a certain library, so that it becomes a de-facto standard. To achieve this, non-free programs
must be allowed to use the library. A more frequent case is that a free library does the same job
as widely used non-free libraries. In this case, there is little to gain by limiting the free library to
free software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free programs enables a greater
number of people to use a large body of free software. For example, permission to use the GNU
C Library in non-free programs enables many more people to use the whole GNU operating
system, as well as its variant, the GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users' freedom, it does
ensure that the user of a program that is linked with the Library has the freedom and the
wherewithal to run that program using a modified version of the Library.

The precise terms and conditions for copying, distribution and modification follow. Pay close
attention to the difference between a "work based on the library" and a "work that uses the
library". The former contains code derived from the library, whereas the latter must be combined
with the library in order to run.

Terms And Conditions For Copying, Distribution And Modification

0. This License Agreement applies to any software library or other program which contains a
notice placed by the copyright holder or other authorized party saying it may be distributed
under the terms of this Lesser General Public License (also called "this License"). Each licensee is
addressed as "you".

A "library" means a collection of software functions and/or data prepared so as to be
conveniently linked with application programs (which use some of those functions and data) to
form executables.

The "Library", below, refers to any such software library or work which has been distributed
under these terms. A "work based on the Library" means either the Library or any derivative
work under copyright law: that is to say, a work containing the Library or a portion of it, either
verbatim or with modifications and/or translated straightforwardly into another language.
(Hereinafter, translation is included without limitation in the term "modification".)

"Source code" for a work means the preferred form of the work for making modifications to it.
For a library, complete source code means all the source code for all modules it contains, plus
any associated interface definition files, plus the scripts used to control compilation and
installation of the library.
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Activities other than copying, distribution and modification are not covered by this License;
they are outside its scope. The act of running a program using the Library is not restricted, and
output from such a program is covered only if its contents constitute a work based on the
Library (independent of the use of the Library in a tool for writing it). Whether that is true
depends on what the Library does and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source code as you
receive it, in any medium, provided that you conspicuously and appropriately publish on each
copy an appropriate copyright notice and disclaimer of warranty; keep intact all the notices that
refer to this License and to the absence of any warranty; and distribute a copy of this License
along with the Library.

You may charge a fee for the physical act of transferring a copy, and you may at your option
offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming a work
based on the Library, and copy and distribute such modifications or work under the terms of
Section 1 above, provided that you also meet all of these conditions:

"a) The modified work must itself be a software library.

"b) You must cause the files modified to carry prominent notices stating that you changed the
files and the date of any change.

"c) You must cause the whole of the work to be licensed at no charge to all third parties under
the terms of this License.

"d) If a facility in the modified Library refers to a function or a table of data to be supplied by an
application program that uses the facility, other than as an argument passed when the facility is
invoked, then you must make a good faith effort to ensure that, in the event an application does
not supply such function or table, the facility still operates, and performs whatever part of its
purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely well-
defined independent of the application. Therefore, Subsection 2d requires that any application-
supplied function or table used by this function must be optional: if the application does not
supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work
are not derived from the Library, and can be reasonably considered independent and separate
works in themselves, then this License, and its terms, do not apply to those sections when you
distribute them as separate works. But when you distribute the same sections as part of a whole
which is a work based on the Library, the distribution of the whole must be on the terms of this
License, whose permissions for other licensees extend to the entire whole, and thus to each and
every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written
entirely by you; rather, the intent is to exercise the right to control the distribution of derivative
or collective works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or
with a work based on the Library) on a volume of a storage or distribution medium does not
bring the other work under the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this
License to a given copy of the Library. To do this, you must alter all the notices that refer to this
License, so that they refer to the ordinary GNU General Public License, version 2, instead of to
this License. (If a newer version than version 2 of the ordinary GNU General Public License has
appeared, then you can specify that version instead if you wish.) Do not make any other change
in these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU
General Public License applies to all subsequent copies and derivative works made from that

copy.

This option is useful when you wish to copy part of the code of the Library into a program that
is not a library.
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4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in
object code or executable form under the terms of Sections 1 and 2 above provided that you
accompany it with the complete corresponding machine-readable source code, which must be
distributed under the terms of Sections 1 and 2 above on a medium customarily used for
software interchange.

If distribution of object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place satisfies the requirement
to distribute the source code, even though third parties are not compelled to copy the source
along with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to work
with the Library by being compiled or linked with it, is called a "work that uses the Library".
Such a work, in isolation, is not a derivative work of the Library, and therefore falls outside the
scope of this License.

However, linking a "work that uses the Library" with the Library creates an executable that is a
derivative of the Library (because it contains portions of the Library), rather than a "work that
uses the library". The executable is therefore covered by this License. Section 6 states terms for
distribution of such executables.

When a "work that uses the Library" uses material from a header file that is part of the Library,
the object code for the work may be a derivative work of the Library even though the source
code is not. Whether this is true is especially significant if the work can be linked without the
Library, or if the work is itself a library. The threshold for this to be true is not precisely defined
by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and
small macros and small inline functions (ten lines or less in length), then the use of the object file
is unrestricted, regardless of whether it is legally a derivative work. (Executables containing this
object code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the
work under the terms of Section 6. Any executables containing that work also fall under Section
6, whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also combine or link a "work that uses the
Library" with the Library to produce a work containing portions of the Library, and distribute
that work under terms of your choice, provided that the terms permit modification of the work
for the customer's own use and reverse engineering for debugging such modifications.

You must give prominent notice with each copy of the work that the Library is used in it and
that the Library and its use are covered by this License. You must supply a copy of this License.
If the work during execution displays copyright notices, you must include the copyright notice
for the Library among them, as well as a reference directing the user to the copy of this License.
Also, you must do one of these things:

"a) Accompany the work with the complete corresponding machine-readable source code for the
Library including whatever changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked with the Library, with the
complete machine-readable "work that uses the Library", as object code and/or source code, so
that the user can modify the Library and then relink to produce a modified executable
containing the modified Library. (It is understood that the user who changes the contents of
definitions files in the Library will not necessarily be able to recompile the application to use the
modified definitions.)

"b) Use a suitable shared library mechanism for linking with the Library. A suitable mechanism
is one that (1) uses at run time a copy of the library already present on the user's computer
system, rather than copying library functions into the executable, and (2) will operate properly
with a modified version of the library, if the user installs one, as long as the modified version is
interface-compatible with the version that the work was made with.

"c) Accompany the work with a written offer, valid for at least three years, to give the same user
the materials specified in Subsection 6a, above, for a charge no more than the cost of performing
this distribution.

"d) If distribution of the work is made by offering access to copy from a designated place, offer
equivalent access to copy the above specified materials from the same place.
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"e) Verify that the user has already received a copy of these materials or that you have already
sent this user a copy.

For an executable, the required form of the "work that uses the Library" must include any data
and utility programs needed for reproducing the executable from it. However, as a special
exception, the materials to be distributed need not include anything that is normally distributed
(in either source or binary form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component itself accompanies the
executable.

It may happen that this requirement contradicts the license restrictions of other proprietary
libraries that do not normally accompany the operating system. Such a contradiction means you
cannot use both them and the Library together in an executable that you distribute.

7. You may place library facilities that are a work based on the Library side-by-side in a single
library together with other library facilities not covered by this License, and distribute such a
combined library, provided that the separate distribution of the work based on the Library and
of the other library facilities is otherwise permitted, and provided that you do these two things:

"a) Accompany the combined library with a copy of the same work based on the Library,
uncombined with any other library facilities. This must be distributed under the terms of the
Sections above.

"b) Give prominent notice with the combined library of the fact that part of it is a work based on
the Library, and explaining where to find the accompanying uncombined form of the same
work.

8. You may not copy, modify, sublicense, link with, or distribute the Library except as expressly
provided under this License. Any attempt otherwise to copy, modify, sublicense, link with, or
distribute the Library is void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under this License will not have
their licenses terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not signed it. However, nothing
else grants you permission to modify or distribute the Library or its derivative works. These
actions are prohibited by law if you do not accept this License. Therefore, by modifying or
distributing the Library (or any work based on the Library), you indicate your acceptance of this
License to do so, and all its terms and conditions for copying, distributing or modifying the
Library or works based on it.

10. Each time you redistribute the Library (or any work based on the Library), the recipient
automatically receives a license from the original licensor to copy, distribute, link with or modify
the Library subject to these terms and conditions. You may not impose any further restrictions
on the recipients' exercise of the rights granted herein. You are not responsible for enforcing
compliance by third parties with this License.

11. If, as a consequence of a court judgment or allegation of patent infringement or for any other
reason (not limited to patent issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this License, they do not excuse you
from the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you
may not distribute the Library at all. For example, if a patent license would not permit royalty-
free redistribution of the Library by all those who receive copies directly or indirectly through
you, then the only way you could satisfy both it and this License would be to refrain entirely
from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance,
the balance of the section is intended to apply, and the section as a whole is intended to apply in
other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system which is implemented by public license
practices. Many people have made generous contributions to the wide range of software
distributed through that system in reliance on consistent application of that system; it is up to
the author/donor to decide if he or she is willing to distribute software through any other
system and a licensee cannot impose that choice.
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This section is intended to make thoroughly clear what is believed to be a consequence of the
rest of this License.

12. If the distribution and/or use of the Library is restricted in certain countries either by patents
or by copyrighted interfaces, the original copyright holder who places the Library under this
License may add an explicit geographical distribution limitation excluding those countries, so
that distribution is permitted only in or among countries not thus excluded. In such case, this
License incorporates the limitation as if written in the body of this License.

13. The Free Software Foundation may publish revised and /or new versions of the Lesser
General Public License from time to time. Such new versions will be similar in spirit to the
present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library specifies a version number
of this License which applies to it and "any later version", you have the option of following the
terms and conditions either of that version or of any later version published by the Free Software
Foundation. If the Library does not specify a license version number, you may choose any
version ever published by the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free programs whose distribution
conditions are incompatible with these, write to the author to ask for permission. For software
which is copyrighted by the Free Software Foundation, write to the Free Software Foundation;
we sometimes make exceptions for this. Our decision will be guided by the two goals of
preserving the free status of all derivatives of our free software and of promoting the sharing
and reuse of software generally.

NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY
FOR THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE LIBRARY "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE LIBRARY IS WITH
YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL
NECESSARY SERVICING, REPAIR OR CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE LIBRARY (INCLUDING
BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR
LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY TO
OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

PostgreSQL Licensing Note

The Following software may be included in this product: PostgreSQL

Portions Copyright (c) 1996-2005, The PostgreSQL Global Development Group
Portions Copyright (c) 1994, The Regents of the University of California

Permission to use, copy, modify, and distribute this software and its documentation for any
purpose, without fee, and without a written agreement is hereby granted, provided that the
above copyright notice and this paragraph and the following two paragraphs appear in all
copies.

IN NO EVENT SHALL THE UNIVERSITY OF CALIFORNIA BE LIABLE TO ANY PARTY FOR
DIRECT, INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES,
INCLUDING LOST PROFITS, ARISING OUT OF THE USE OF THIS SOFTWARE AND ITS
DOCUMENTATION, EVEN IF THE UNIVERSITY OF CALIFORNIA HAS BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE.
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THE UNIVERSITY OF CALIFORNIA SPECIFICALLY DISCLAIMS ANY WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE SOFTWARE
PROVIDED HEREUNDER IS ON AN "AS IS" BASIS, AND THE UNIVERSITY OF
CALIFORNIA HAS NO OBLIGATIONS TO PROVIDE MAINTENANCE, SUPPORT,
UPDATES, ENHANCEMENTS, OR MODIFICATIONS.

Expat XML Parser Licensing Note

The following software may be included in this product: Expat XML Parser Rev1.4
Copyright (c) 1998, 1999, 2000 Thai Open Source Software Center Ltd and Clark Cooper
Copyright (c) 2001, 2002, 2003, 2004, 2005, 2006 Expat maintainers.

The following license applies to this

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute,
sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Java Runtime Environment Licensing Note
The following software may be included in this product: Java® Runtime Environment.
Copyright © 2006 Sun Microsystems, Inc., All rights reserved.

Sun's Java® Runtime Environment implementation may contain certain third party code
identified in the file, JAVA_THIRDPARTYLICENSEREADME.txt, included with the
IntelligenceCenter software.

U.S. Government Restricted Rights

Blue Coat software comprises “commercial computer software” and “commercial computer
software documentation” as such terms are used in 48 C.ER. 12.212 (SEPT 1995) and is provided
to the United States Government (i) for acquisition by or on behalf of civilian agencies,
consistent with the policy set forth in 48 C.E.R. 12.212; or (ii) for acquisition by or on behalf of
units of the Department of Defense, consistent with the policies set forth in 48 C.ER. 227-7202-1
(JUN 1995) and 227.7202-3 (JUN 1995). Blue Coat software is provided with “RESTRICTED
RIGHTS.” Use, duplication, or disclosure by the U.S. Government is subject to restrictions as set
forth in FAR 52.227-14 and DFAR 252.227-7013 et seq. or their successors. Use of Blue Coat
products or software by the U.S. Government constitutes acknowledgment of Blue Coat’s
proprietary rights in them and to the maximum extent possible under federal law, the U.S.
Government shall be bound by the terms and conditions set forth in Blue Coat’s end user
agreement.

Document Number: 20-0380-300
Document Revision: IntelligenceCenter Getting Started Guide—IntelligenceCenter 3.2.1.1/2011
Rev. A

XXiv



Table of Contents

Table of Contents

About IntelligenceCenter . ... ... 1
IntelligenceCenter OVEIVIEW. . . . .. .ot e 2
IntelligenceCenter COMPONENTS . . ..ottt ettt e e e et e 3
Installing IntelligenceCenter. . ... e 5
SYSEM REQUITEMENTS . . o . . ottt e e et e e e e e e e e e e e 6
System Requirements Per Deployment . ........... . 6
DataCollector Disk Space Usage Example . . ... 9
FDR Disk Space Usage Example . ... ... 9

ME Disk Space Usage Example . ... ... 10
Installation Checklist. . . ... ... . 11
Installing IntelligenceCenter. . . ... ottt 12
Before YOoU Begin .. ..ot 12
INStall L. o 12
Installing DataColleCtor . . ... ... o 17
Before YOU Begin . ... 17
INStAll DC . . . 18
CoNNeCt 10 POStOreS QL 8.4 . . .o ot 22
Installing an SSL Certificate. ... ... oot 23
Getting Started With IntelligenceCenter. . . ........... ... ........... 23
Logging in and out of Intelligence Center ........... ot 24
Browser ReqUITEMENES. . . . ..ot 24
Adobe Flash Player ReqQUIrEMENTS. . . . ..ot e 24
LOgging IN ..o 25
Launching IC fromthe Start Menu .. ... e 25
Launching IC from a BrOWSer . ... .. oo e 26

LOgging OUL. . . oottt 28
Exploring the IntelligenceCenter User Interface. . ... it 29
Setting Administrative Account SEttings . ... ..ot 30
Setting the Administrative Password. . .......... i 30
Setting Up the IC Email ACCOUNE . .. ... o it e e e 31
Installing the LiCense KeY. . . ... 32
Setting Up Data Collectionand Reporting . . .. ... ... 34
Defining Network Groups and SUBDQIoUPS . . .. oo oot it 35
Planning Groups and Sub-groups . . ... ..ottt 35
Creating @ GrOUD . .« .ot ittt e e e e e e e e e 36
Creating a SUD-groUp . . . . oo 37
Adding a DataCollector. . ... ..o 38

IntelligenceCenter Getting Started Guide XXV



XXVi

Table of Contents

AdAING DEVICES . . .ot 40
Adding Devices Manually . . ... ... . 40
Importing Devices from PolicyCenter . . ... ... e 41

Configuring Data SOUICES . . . . oottt ettt e e e e e e et 42
Adding Data Sources to DC . . . ... oot e 42
Configuring Devicesto EMit FDRtODC . ... ...t e e 44
Synchronizing Time Between DC and its Data SOUrces .. ..., 45

Setting Up Business HOUrs REPOITING . . . . ..o et e 46

Setting Up Application REpOrting . . . . ..ot 47
Defining an Application . . . ... .. e 48
Defining Critical Applications . . ... ... e 50

Setting Up Site RePOItiNg . .. ..ot 51

Setting Up USEr ACCESS . . .ottt e e e 52

DefiniNg ROIES. . . .o 53
Access Level DependenCies. . . ... 53
Creating a Role. . ..o 54

ENaDIiNG USEr ACCESS .« .\ ottt ettt e e et e 57
Creating a Local User ACCOUNT . .. ... it e e e e 57
Enabling External Authentication . ......... ... ... . i e 60

Enabling RADIUS Authentication . .......... ... . i e 60
Enabling TACACS+ Authentication ............... .. i, 61
Enabling LDAP Authentication . .......... ... .. i e 63
Activating a User ACCOUNE . ... ..ottt e e e e e 64

ASSIgNING ROIES. . ..o 66
Creating @ USEr GrOUD . v . vttt ettt et et e e 66
Assigning Rolesto Users Manually . . ....... ... i e 67

Uninstalling IntelligenceCenter . .. .......... ... ... 68

Uninstalling IntelligenceCenter. . ... ...t e 69

Uninstalling DataColleCtor . . ... e e e e 71

IntelligenceCenter Best Practices. . . ............ ... 74

IntelligenceCenter Getting Started Guide



About IntelligenceCenter

1  About IntelligenceCenter

This chapter provides information to help you understand IntelligenceCenter (IC) and its components. It
includes the following sections:

a IntelligenceCenter Overview—on page 2

0 IntelligenceCenter Components—on page 3
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IntelligenceCenter Overview

IC is a data collection and reporting solution for Blue Coat products. IC provides a secure dashboard that
allows access to Blue Coat products from a central screen. With a single click, you can go into PolicyCenter,
PacketShaper, or iShaper—without having to enter a user name and password each time a product is
accessed. Just log in to IC and the Blue Coat products are instantly accessible without additional sign on.

You can configure one or more DataCollectors (DCs) to collect Measurement Engine (ME) and/or Flow
Detail Record (FDR) data from PacketShaper appliances on your network. You can also collect NetFlow-5
data from other network devices such as routers. You can then use the data to generate aggregated reports
that provide snapshots of your network as a whole or of individual sites. Or, you can define your own
applications and network views, which allow you to generate reports using specific cross-sections of data.

For larger networks or networks where you want your data segregated, you can create multiple network
groups, each with its own DC, to create separate reporting domains. Each group contains its own data
sources, sites, and views on which the DC reports. A DC cannot report on devices, views, or sites contained
in a different group and a device can only belong to one group within the IC network.

IC provides two types of reporting mechanisms:

® Static Reports—Allow you to choose from a selection of predefined reports, which you can run ad hoc
or on a schedule.

® Portlets—Allow you to monitor and troubleshoot the flows and applications that are the most
important to you. Portlet configurations are unique to each IC user profile.
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IntelligenceCenter Components

IC comprises two separate installation components:

IntelligenceCenter—Includes a web-based application that provides the central management,
reporting, and administration functions as well as a database that is used to store historical reports, IC
configuration information, end-user device single sign-on credentials, and portlet configuration
information. All of your interaction with the product — including DC — is via IC.

DataCollector—Collects the raw ME and/or FDR data from the configured data sources on your
network and stores it in a database. It grooms the data and adds it to database tables in a “ready to
report” format. As DC collects data over a period of time, it rolls the data up into time-based tables to
enable reporting over a variety of time frames. In addition, DC pushes to IC the traffic class and
partition information for the appliances from which it collects data. DC can collect data from any
PacketShaper or PacketShaper ISP appliance running PacketWise version 7.3.1 or higher or any iShaper
appliance running 8.2.1 or higher. DC can also collect and report on data from generic network devices
such as routers and switches. For scalability or segregation of data, you can also deploy multiple DCs.
When you deploy multiple DCs, the reports you run are contained to data collected on a single DC; that
is, data is not aggregated across DCs.

Both IC and DC use the PostgreSQL Database Server to store their data. Therefore, if you install DC and IC
on separate machines, each machine will need its own instance of Postgres; if you install DC and IC on the
same machine, the components will share a single Postgres instance. The Postgres installation is integrated
into both the DC and IC installers and the installer will detect whether it needs to install Postgres or if it is
already installed. Figure 1-lillustrates a typical IC configuration.
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PacketShaper DataCollector IntelligenceCenter Client
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FDR (UDP)
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Figure 1-1 Typical IntelligenceCenter Deployment
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2 Installing IntelligenceCenter

This chapter provides procedures for installing IntelligenceCenter (IC) and DataCollector (DC). It includes
the following sections:

0 System Requirements—on page 6

0 Installation Checklist—on page 11

0 Installing IntelligenceCenter—on page 12
a0 Installing DataCollector—on page 17

a0  Connect to PostgreSQL 8.4—on page 22

a0 Installing an SSL Certificate—on page 23
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System Requirements Installing IntelligenceCenter

System Requirements

Before you can determine the hardware and software requirements for the server(s) on which you will be
installing IC and one or more DCs, you must have an understanding of the data you will be collecting and
reporting on. The quantity and rate of data to be collected as well as the characteristics of the data all have
an impact on the amount of processing power required to collect, aggregate, and retrieve the data and on
the number of DCs you must install to support the collection and reporting of the data. You must consider
the following factors when determining the system requirements for your IntelligenceCenter deployment:

e Number of devices that you plan to collect data from (these are your data sources). This includes
PacketShaper appliances as well as any NetFlow-capable devices you plan to collect from, such as
routers or switches.

e Number of flow records per minute that will be collected from your data sources
¢ Total number of traffic classes

e Number of unique traffic classes

e Number of unique hosts

e Number of unique VLANs

e Number of unique DSCP values

You can install the IC and a single instance of DC on the same server or on separate servers depending on
the number of data sources you have and the characteristics of your data. Because data collection and
reporting are disk-, memory- and CPU-intensive, you must install the IC components on dedicated
server(s). In addition, the amount of disk space you will need to store your data depends on the quantity
and type of data you plan to collect (ME and/or FDR). For information on determining how much disk
space you will need, see "DataCollector Disk Space Usage Example" on page 9.

System Requirements Per Deployment

The following table provides the minimum system requirements for several different deployments based
on your collection environment. Because data collection and reporting are resource-intensive, the more
robust the hardware you use the better the performance of the application will be. In order for IC and DC
to run successfully on the specified hardware, your deployment must meet ALL of the data thresholds
detailed in the table.

There are a couple of things to note about this table:

e Inorder for IC and DC to run successfully on the specified hardware, your deployment must meet
ALL of the data thresholds detailed in the table.

¢ The Small and Medium deployments show N/A for DC requirements because these deployments
do not require a separate server for DC whereas the Large deployment does require a separate
server for DC.

e All deployments are also supported on VMware ESXi 5.1.0 and vSphere client 5.1.0 platforms as
long as all system requirements are met.

e Although there is no way to measure it before you start collecting data, each DC can only support
up to 2 to 3 million host pairs. If you notice that your DC is exceeding this level, you will need to
deploy additional DCs.
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System Requirements

Requirements Small Medium Large
IC& DCon same server 1C& DCon same server IC& DCon separate servers
Total
PacketShaper appliances 50 100 250
Flows Per Minute 25,000 200,000 2,500,000
Traffic Classes 10,000 25,000 200,000
Per DC
PacketShaper appliances N/A N/A 100
Flows Per Minute N/A N/A 500,000
Unique Traffic Classes N/A N/A 4,000
Total Traffic Classes N/A N/A 40,000
1CServer
(PUs 1 2 2
Cores per CPU 4 4 4
Speed 2.66 Ghz 2.66 Ghz 2.66 Ghz
RAM 8GB 16 GB 16 GB
Hard Disk Space 300 GB SAS 450 GB SAS 300 GB SAS
Number of Hard Disks 3+ 5+ 3+
RPM 10K 10K 15K
Partitions 2 2 2
RAID 0,15 0,1,5 0,1,5
Windows Server Edition 2008 Standard or Enterprise 2008 Standard or Enterprise 2008 Standard or Enterprise
-or- -or- -or-
2008 R2 Standard, Enterprise, or 2008 R2 Standard, Enterprise, or 2008 R2 Standard, Enterprise, or
Foundation Foundation Foundation
2012 Standard 2012 Standard 2012 Standard
Windows 0S 32- or 64-bit 64-bit 64-bit
Language English English English

Virtual Environment Support

VMware ESXi 5.1.0
vSphere client 5.1.0

VMware ESXi 5.1.0
vSphere client 5.1.0

VMware ESXi 5.1.0
vSphere client 5.1.0
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Installing IntelligenceCenter

Requirements

Small
1C & DC on same server

Medium
1C & DC on same server

Large
1C& DC on separate servers

DCServer

Supported PacketWise Version

PacketShaper: 7.3.1 or higher
PS-S500: 11.1.1.14 or higher

PacketShaper: 7.3.1 or higher
PS-5500: 11.1.1.14 or higher

PacketShaper: 7.3.1 or higher
PS-5500: 11.1.1.14 or higher

(PUs N/A N/A 2

Cores per CPU N/A N/A 4

Speed N/A N/A 2.66 Ghz

RAM N/A N/A 16 GB

Hard Disk Space N/A N/A 500 GB SAS

Number of Hard Disks N/A N/A 6+

RPM N/A N/A 15K

Partitions 2 2 2

RAID 0,1,5 0,1,5 0,1,5

Windows Edition 2008 Standard or Enterprise 2008 Standard or Enterprise 2008 Standard or Enterprise

-or- -or- -or-

2008 R2 Standard, Enterprise, or 2008 R2 Standard, Enterprise, or 2008 R2 Standard, Enterprise, or
Foundation Foundation Foundation
2012 Standard 2012 Standard 2012 Standard

Windows 0S 32- or 64-bit 64-bit 64-bit

Language English English English

Virtual Environment Support

VMware ESXi 5.1.0
vSphere client 5.1.0

VMware ESXi 5.1.0
vSphere client 5.1.0

VMware ESXi 5.1.0;
vSphere client 5.1.0

Note

Static IP addresses (not DHCP) are required on the server(s) where
you install IC and /or DC. This is because communication between

IC and DC is established when you add DC to the IC network
based on the IP addresses on each system at that time. If the IP
address on either system changes after you deploy DC, you will
have to remove DC from the IC network and re-add it in order to
reestablish communication. Keep in mind that if you remove DC
from the IC network, you will lose all configuration settings.
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DataCollector Disk Space Usage Example

After DC collects ME and/or FDR data, it grooms the data and adds it to its database tables in a “ready to
report” format. As DC collects data over a period of time, it rolls the data up into time-based tables to enable
reporting over a variety of time frames. DC maintains tables for raw, hourly, daily, monthly, and yearly data.
As these database tables are populated over time, the DC database can grow quite large. It is difficult to
predict the size the database will grow to because of the large number of variables involved, such as the
type of data you are collecting (ME or FDR), the number of flows-per-minute that you are collecting (for
FDR), the number of devices from which you are collecting data, the number of traffic classes, and the data
granularity and retention policies you configure.

The following examples show the amount of disk space used to store FDR and ME data on a system that is
using the default data retention configuration. These examples assume that data is reduced by 50% when
rolling from the raw table to the hourly table and a 4:1 reduction from the hourly to the daily table, the daily
table to the monthly table, and the monthly table to the yearly table.

FDR Disk Space Usage Example

The following table shows the amount of disk space used to store the FDR data at a rate of 10,000 records
per minute. Each FDR record (Packeteer-2) is approximately 214 bytes.

Table Number of Records Disk Space Usage

Raw 2880* 10,000 =28.8 M 28.8M*214=6163 MB ~ 6 GB

Hourly 10,000 * 60 /2 = 300,000 300,000 * 214 * 48 = 3,081,600,000 ~ 3 GB
Daily 10,000 * 24 * 60 /(2*4) = 1,800,000 1,800,000 * 214 * 32 = 12,326,400,000 ~12GB
Monthly 10,000 *60 *24 *30/(2*4*4) = 13,500,000 13,500,000 * 214 * 7 = 20,223,000,000 ~ 20 GB
Yearly 10,000 * 60 * 24 * 365/(2*4*4*4) = 41,062,500 41,062,500 * 214 * 2 = 17,574,750,000 ~ 18 GB

Total: 6 GB +3 GB + 12 GB + 20 GB + 18 GB =59 GB
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ME Disk Space Usage Example

The following table shows the amount of disk space used to store ME class data collected from 10
PacketShaper appliances comprising 100 traffic classes. The DC is configured with a query interval of 15
minutes and 5 minutes granularity. Each ME class single record is approximately 306 bytes.

Table Number of Records Disk Space Usage

Raw 100*2*3*4* 48* 10 = 1152000 1152000 * 306 = 352,512,000 ~ 350 MB
Hourly 100*2*10*3*4/2=12000 12000 * 306 * 48 = 176,256,000 ~ 176 MB
Daily 100%2*10*3*4*24(2*4)=72000 72,000 * 306 * 32 = 705,024,000 ~700 MB
Monthly ~ 100*2*10*3 * 4 %24 *30/(2%4*4) = 172800 172800 * 306 * 7 = 370,137,600 ~370 MB

Yearly 100*2* 10 * 3* 4% 24 * 365/(2*4*4*4) = 1624500 1624500 * 306* 2 = 994,194,000 ~990MB

Total:350 MB + 176 MB +700 MB + 370 MB + 990 MB = 2.6 GB

% Note  This example does not show disk space usage calculations for link
and partition data.
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Installation Checklist

Before you begin the installation process, make sure you have set up your server environments as follows:

0 Make sure the system on which you are installing IC and/or DC meets the system requirements that
are appropriate for your deployment. See "System Requirements" on page 6.

0 You must log in to the server where you plan to install IC and/or DC using a user account with
administrative rights that include the following:

* Read/Write permissions on the file system

* Permissions to access and modify the Windows Registry
* Permissions to restart the server

* Permissions to deploy/install software

a  Ifyou are logging into the server through a remote connection, you must use the console mode to log
in to the network.

0 You must install IC and DC on a a dedicated system. In addition, you must make sure the following
services are disabled before installing the software:

¢ Anti-virus programs
* Windows update services
* Backup agents

a If you are installing IC and DC on separate systems, you must make sure that there is no firewall
blocking communication between the two. For a list of ports that must be open for IC and DC to
communicate, refer to the release notes.

Note  Before the IC and DC installation begins, the setup program runs

E a series of tests to ensure that the environment is configured for a

=~ successful installation. For example, it checks to see that it has the
administrative privileges that are required to create the necessary
folders, users, and registry settings and to start and stop services.
In addition, it checks to make sure there are no software conflicts,
such as existing installations of PostgreSQL or Python that will
interfere with a successful installation. If the checks fail, the
installation will stop and a detailed installation log file will be
saved to the Windows Desktop so that you can troubleshoot the
problem and then re-run the setup.
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Installing IntelligenceCenter

This section provides instructions for installing IC. It includes the following topics:

0 Before You Begin—on page 12

a0  Install IC—on page 12

Note  Ifyouinstall IC on the same server as DC, the two components can

% share an instance of PostgreSQL. However, there should not be any
other existing instances of PostgreSQL on the system where you
plan to install IC. If PostgreSQL was installed on the system by an
application other than DC, you must uninstall it before proceeding
with the setup. In addition, if there is an existing version of Python
on the system, you must remove that before proceeding with the
setup.

Before You Begin

The IC setup will prompt you for the following information:

e Postgres Data Location — Although the PostgreSQL software must be installed on the C:\ drive of
the local system, you can choose where to create the Postgres data directory. Because this is the
directory where your IC database will be created, make sure that the location you choose has
adequate disk space.

e Port Numbers — The setup prompts for port numbers to use for HTTP and HTTPS access to IC. By
default, it supplies the well-known port numbers 80 (HTTP) and 443 (HTTPS). However, if these
port numbers are in use by other services that are installed on the system or if you do not want to
use the default port numbers, you will need to provide available port numbers for these protocols
to use.

Note  Before you install IC, make sure Java is not installed on the server.

If you find that the Java Runtime Environment (JRE) and/or Java

Developer Kit (JDK) are installed, you must uninstall them before
proceeding with the IC installation.

Install IC

To install IC, quit all open programs (including anti-virus software) and then do the following;:

1. Log in to the system where you plan to install IC using an account with administrative privileges. You
will not be able to successfully install IC if you do not have administrative rights.

2. Go to https:/ /support.bluecoat.com/download and follow the links to the IntelligenceCenter release
that you want to install. To access the software download, you must log in to Blue Touch Online (BTO).
If you do not have a BTO login, send and email to customercare@bluecoat.com. You will receive a
response within one business day. Contact Customer Care for forgotten username and passwords or
submit a request at https://support.bluecoat.com/help /forgotpassword.

3. Download the IntelligenceCenter.zip file from BTO and unzip it to the hard drive on the system where
you plan to install IC.
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4. For Windows 2012, you need to run the installer in Windows 7 compatibility mode.
* Right-click IC_IntelligenceCenter_3.x.x.x.installer.exe, click Properties.

¢ In the Compatibility tab, select the check box Run this program in compatibility mode. From the
drop-down, select Windows 7.

e (lick OK.
* Double-click IC_IntelligenceCenter_3.x.x.x.installer.exe to install Intelligence Center.

® Proceed to Step 6.

5. For all other Windows versions, double-click the IC_IntelligenceCenter_3.x.x.x.installer.exe file to launch
the installer. The Introduction screen appears.

Y IntelligenceCenter ] 3

Introduction

Installamawhere will guide you thraugh the installation of
IntelligenceCenter

Itis strangly recommended that you quit all programs before continuing
with this installation.

Click the 'Next' huttan to proceed to the next screen. Ifyou want to
change samething an a previous screen, click the ‘Previous' button.

You may cancel this installation at any time by clicking the 'Cancel’
hutton.

Erevious

Note  If you have already installed DC on this system, PostgreSQL will
be installed and the Postgres user account will already be
configured. In this case, the Choose an Install Location screen will be
displayed. Skip to step 8. However, if you have not installed DC on
this system, PostgreSQL will now be installed. In this case, the
Postgres user password screen will displayed. Continue with step 5.

6. At the Introduction screen (shown above), click Next.
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7. At the Postgres user password screen, create a password. For verification purposes, reenter the password
in the Retype Password field. Click Next.

\2 IntelligenceCenter

BLUECOAT® IntelligenceCeater Postgres user password

Please enter password for PostgreSGL Windows User (postgres)

Password

Retype Password

Cancel Erevious

8. Onthe Postgres Data Location screen, enter the path to the folder where you want to create your database
or use the default location (C:\ProgramFiles\ PostgreSQL\8.4\data). Or, you can click Choose and
browse to the location. Click Next.

yJ IntelligenceCenter

BLUECOAT ® IntelligenceCenter Postgres Data Location

Please enter the location where you want to install Postgres data
directory

Postgres Data location
IC:'l,Program Files {x86)\PostgreSqLIE, $idata

Restare Default Folder Choose...

Cancel Erevious
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9.  On the Choose an Install Location screen, enter the path to the folder where you want to install IC. You
have the option of searching through the Please Choose a Folder field or using the default location

(C:\BlueCoat\IntelligenceCenter). You can also click Choose and browse to the folder. After you specify
a location, click Next.

BLUECOAT® IntelligenceCeater Choose an Install Location

Flease choose the location where you want IntelligenceCenter
installed.

Mote: The path cannot contain any spaces.

Please Choose a Folder:

I Ci\BlueCoat!InteligenceCenter

Restore Default Folder Choose...

Cancel Previous

10. Onthe Set HTTP and HTTPS Ports screen, specify the HTTP Port and HTTPS Port that IC will use to listen
for HTTP and HTTPS requests, or accept the default port numbers. Click Next.

BLUECOAT® lntelligeaceCenter Set HTTP and HTTPS Ports

Specify the port numhbers you want the IntelligenceCenter application to
use ta listen for HTTF and HTTPS requests. You can accept the default
well-known port numbers or enter any other available port numhbers.

HANADN

an Surnrnary

HTTF Portfao

HTTPS Port|443

Cancel Brevious

Note After you choose the installation location, the setup checks the
server to make sure that you have enough physical memory to
meet the minimum requirements. If you are installing IC and DC
on the same machine, you must have at least 8 GB of RAM. If the
physical memory is insufficient, you may see an error message
stating that Server Memory is insufficient. To stop the
installation, click Quit, use a Different Computer. To continue with
the installation on the same machine, click Ignore Recommended
RAM.
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11. Review the Pre-Installation Summary screen, and then click Install. During installation the Installing

IntelligenceCenter screen shows the progress of the installation.

BLUECOAT® IntelligenceCeater Pre-Installation Summary

Please Review the F ing Before Continuing:

Product Name:
IntelligenceCenter

Install Folder:
ChBlueCoatinteligenceCenter

-
7
7
7
7
7
)

Postgres Home:
CAProgram Files (x86\PostgreSQLG 4

Postgres Data:
C\Program Files (26 1PostgreSQLS data

HTTP Port:
g0

Cancel Erevious Install

Note  During the IC installation, the setup program runs a series of
database tests to ensure that the database environment is
configured for a successful installation. If the checks fail, an error
message is displayed stating that the database tests failed. Click
Exit to stop the installation. If the installation is cancelled or has
failed, a detailed database creation log file will be saved to the
folder where IC is installed.

12. On the Install Complete screen, select whether to reboot the system now or later and then click Done to

16

complete the setup. You must reboot the system before you can use IntelligenceCenter. If you plan to
install DC on the same system, go ahead and install it before rebooting.
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Installing DataCollector

The following sections describe how to install DC:

0 Before You Begin—on page 17

a Install DC—on page 18

Note

If you install DC on the same system as IC, the two components
can share an instance of PostgreSQL. However, there should not be
any other previously existing instances of PostgreSQL on the
system where you plan to install DC. If PostgreSQL was installed
on the system by an application other than IC, you must uninstall
it before you can proceed with the DC setup.

In addition to PostgreSQL, DC automatically installs three additional
applications: Python, Python PyGreSQL, and Microsoft Visual C++
Redistributable. Do not uninstall these components from your system or DC
will not function.

Before You Begin

The following procedure describes how to restrict service group redirection to a specific protocol and set of

ports.

¢ NTP Server URL — To ensure the integrity of the data collected by DC, you must configure it to
use a Network Time Protocol (NTP) server. You will be required to provide the URL for an NTP
server during the installation. For best results, DC and the PacketShaper appliances that it will use
as data sources should all be configured to use the same NTP server. As a best practice, consider
using the DC as the NTP server for your data sources.

¢ Postgres Data Location — Although the PostgreSQL software must be installed on the C:\ drive of
the local system, you can choose where to create the Postgres data directory. Because this is the
directory where your DC database will be created, make sure that the location you choose has
adequate disk space.

Note

Before you install DC, make sure Java is not installed on the server.
If you find that the Java Runtime Environment (JRE) and/or Java
Developer Kit (JDK) are installed, you must uninstall them before
proceeding with the DC installation.
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Install DC

To install a DC, quit all open programs (including anti-virus software) and then do the following;:

1.

18

Log in to the system where you plan to install DC using an account with administrative privileges. You
will not be able to successfully install DC if you do not have administrative rights.

Go to https:/ /support.bluecoat.com/download and follow the links to the IntelligenceCenter release
that you want to install. To access the software download, you must log in to Blue Touch Online
(formerly WebPower). If you do not have a Blue Touch Online login, send and email to
customercare@bluecoat.com. You will receive a response within one business day. Contact Customer
Care for forgotten username and passwords or submit a request at

https:/ /support.bluecoat.com/help/forgotpassword.

Download the DataCollector.zip file from Blue Touch Online and unzip it to the hard drive on the system
where you plan to install DC.

For Windows 2012, you need to run the installer in Windows 7 compatibility mode.
¢ Right-click IC_DataCollector_3.x.x.x.installer.exe, click Properties.

* In the Compatibility tab, select the check box Run this program in compatibility mode. From the
drop-down, select Windows 7.

¢ (Click OK.
¢ Double-click IC_DataCollector_3.x.x.x.installer.exe to install Intelligence Center.

® Proceed to Step 6.

For all other Windows versions, double-click the IC_DataCollector_3.x.x.x.installer.exe file to launch the
installer. The Introduction screen appears. Click Next.

P DataCollector

BLUECOAT® DataCallecter Introduction

InstallAmawhere will guide you thraugh the installation of DataCollectar.

Itis strongly recommended that you quit all programs before continuing
with this installation.

Clickthe Next' buttan to proceed to the next screen. fyou want to
change something on a previous screen, click the 'Previous' button.

You may cancel this installation at any time by clicking the 'Cancel’
button.

Erevious

Note  If youhave already installed IC on this system, PostgreSQL will be
installed and the Postgres user account will already be configured.
In this case, the Choose an Install Location screen will be displayed.
Skip to step 8. However, if you have not installed IC on this
system, PostgreSQL will now be installed. In this case, the Postgres
user password screen is displayed. Continue with step 5.
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6. At the Postgres user password (shown above), create a password. For verification purposes, reenter the
password in the Retype Password field. Click Next.

yJ DataCollector

BLUE COAT ® DataCallecter Postgres user password

Pleaze enter password for PostgreSGL Windows User (postgres)

Password

Retype Password

Cancel Erevious

7. Onthe Postgres Data Location screen, enter the path to the folder where you want to create your database
or use the default location (C:\Program Files\ PostgreSQL\8.4\data). Or, you can click Choose and
browse to the location. Click Next.

yJ DataCollector

BLUE COAT® DataCallecter Postgres Data Location

Flease enter the lacation where you want to install Postares data
directory

Postgres Data location
IC:'l,Program Files {x86)\PostgreSqQLi8. 4idata

Restore Default Folder Choose...

Cancel Erevious
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9.

On the Choose an Install Location screen, enter the path to the folder where you want to install IC. You
have the option of searching through the Please Choose a Folder field or using the default location
(C:\BlueCoat\IntelligenceCenter). You can also click Choose and browse to the folder. After you specify
a location, click Next. (Keep in mind that there cannot be any spaces in any of the folder names in the
install location path). Click Next.

BLUE COAT® DataCallecter Choose an Install Location

Flease choose the location where you want DataCollector installed.

Mote: The path cannot contain any spaces.

Please Choose a Folder:

I C\BlueCoatiDataCollector

Restore Default Folder Choose...

Cancel Previous

At the Enter Touch Password screen, enter a password for DC in the Touch Password field. For
verification purposes, reenter the password in the Retype Touch Password field and then click Next.

BLUE COAT® DataCallecter Enter Touch Password

Please create s touch password for DataCollector.

Touch Password:

Retype Touch Password:

hANAAN

Previous

10. At the Get NTP Server Location screen, enter the URL for the network time protocol (NTP) server that

20

you are using to synchronize the time on DC in the NTP Server URL field or accept the default value
(time.windows.com). For best results, DC and the PacketShaper appliances from which it will be
collecting data should all be configured to use the same NTP server. Note that if you want to change the
NTP server after installation, you will have to modify the Windows Registry Settings. Click Next.
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Note  Make note of the touch password because you will be required to

enter it when you deploy DC from within IntelligenceCenter.

yJ DataCollector

BLUE COAT® DataCallecter Get NTP Server Location

Flease enter the URL ofthe NTP Server

7
7
7
7
7
<

NTP Server URL tirne: windows, com

Erevious

11. Review the Pre-Installation Summary screen, and then click Install. During installation the Installing

DataCollector screen shows the progress of the installation.When the installation completes, the Install
Complete screen is displayed.

BLUE COAT® DataCallecter Pre-Installation Summary

Please Review the F ing Before Continuing:

Product Name:
DataCollector

Install Folder:
ChBlueCoat\DataCollector

HAANAAAA

Postgres Home:
CAProgram Files (x86\PostgreSQLG 4

Postgres Data:
C\Program Files (26 1PostgreSQLS data

NTP Server URL:
"tirme windows.com”

Cancel Erevious Install

12. Before you complete the installation, use a text editor to open the
\jboss-4_2_2\conf\wrapper .conf file, which is located in the DC installation folder
(C:\BlueCoat\DataCol lector by default) and change the value of the host parameter from
0.0.0.0 to the actual IP address of the system where you are now installing DataCollector.

13. Go back to the Install Complete screen in the setup program and select whether to reboot the system now

or later and then click Done to complete the setup. You must reboot the system to complete the
installation.
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Connect to PostgreSQL 8.4

Follow these steps to connect to PostgreSQL 8.4 for the first time:

1. After installing IC and DC, you need to get the PostgreSQL password. Go to the following registry
location:
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\PostgreSQL\BlueCoatintelligenceCenter

Get the dbPassword value.

To decode the hex value, use this website: http://www.base64decode.org/
Open pgAdmin3.

Right-click PostgreSQLS.4 (Iocalhost:xxxx) database

Click connect.

NG

When prompted for the password, enter the decoded password.

You are now connected to PostgreSQL 8.4.
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Installing an SSL Certificate

IC ships with a default keystore that contains a self-signed certificate. This keystore — named server.keystore
— is located in the \apache-tomcat-6.0.18\webapps\ROOT \conf directory in the IC installation location
(C:\BlueCoat\IntelligenceCenter by default). However, in order to fully support the SSL protocol, you must
purchase a certificate from a trusted third-party Certificate Authority (CA) and install it on the IC server.
You can either replace the keys contained in the existing keystore or you can replace the existing keystore
with a new one. Note that if you replace the keystore, the new keystore you create must also be named
server.keystore in order for it to work with IC.

There are many different ways to generate and install keys and certificates. The following procedure
describes one way to do it. The examples in this procedure assume that you installed IC in the default
location. If you installed IC in a different location, adjust the commands accordingly. Additionally, the
default server.keystore uses the password management_application. If you do not want to use this password,
you can replace it with a different one in the commands.

To replace the default keystore:

1. Go to the website of the CA from which you are purchasing your certificate. Locate the CA root
certificate and copy and paste it into a file.

2. To create a new keystore and store the root certificate file you just saved, go to the Windows command
prompt and enter the following command (replacing root_certificate_filename with the actual name of the
certificate file):

C:\BlueCoat\IntelligenceCenter\jre\bin\keytool -import -alias rootcert
-storepass management_application -keystore server_keystore -keypass
management_application -file <root_certificate_filename>

3. Generate your public/private key pair. When generating your key pair, you must provide parameters
that create the distinguished name (DN) of the IC server. These parameters include the URL of the IC
server, the department name where it is located and the name and location of the organization to which
it belongs. To create the key pair, enter the following command (replacing the variables with your own
values):

C:\BlueCoat\IntelligenceCenter\jre\bin\keytool -genkey -alias serverkeys -keyalg RSA
-keystore server.keystore -storepass management_application -keypass
management_application -dname”CN=<IC_web_URL>, OU=<organizational_unit_name>,
O=<organization_name>, L=<city_name>, ST=<state_name_abbreviation>,
C=<country_name_abbreviation>"

For example, to create a key pair for an IC server with IP address 123.45.6.78 in the IT department of
Acme corporation located in Cupertino, California, you would enter the following command:

C:\BlueCoat\IntelligenceCenter\jre\bin\keytool -genkey -alias serverkeys -keyalg RSA
-keystore server.keystore -storepass management_application -keypass
management_application -dname”CN=123.45.6.78, OU=1T_Department, O=Acme Corporation,
L=Cupertino, ST=CA, C=US”

4. Create the certificate signing request (CSR). This is the file that you will submit to the CA in order to
purchase your certificate. To create a CSR named request.csr, enter the following command:
C:\BlueCoat\IntelligenceCenter\jre\bin\keytool -certreq -alias serverkeys -file
request.csr -keystore server.keystore -storepass management_application

5. Submit the .csr file you just created to the CA. The procedure for submitting the CSR depends on which
CA you are using. After the CA processes the CSR, the organization will usually email your certificate
to you. The certificate will look something like this:
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————— BEGIN CERTIFICATE-----

M1 1CwzCCATygAwlBAg I CAzMwDQYJKoZ lhveNAQEEBQAwgbcxCzAJBgNVBAYTAIVT
MRIWEAYDVQQIEwIXaXNjb25zaW4xXEDAOBgNVBACTBO1hZG1zb24xKDAmBgNVBAOT
H1VuaXZ IcnNpdHkgb2YgV21zY29uc2 luLU1hZG I zb24xKzApBgNVBAST I kRpdml z
awou 1GOmIElTuZm9ybWFOaWw9u I FRIY2hub2xvZ3kxKzApBgNVBAMT I IVXMSOyMDAZ
MT IXOCBNaWRkbGV3YXJ 1 I FRIc3RpbmcgQOEwWHhcNMDMxMj ESMDQWOTQ4WhcNMDcw
NDAzMDQWOTQ4W j CBxZELMAKGA1UEBhMCVVMXE j AQBgNVBAgTCVdpc2NvbnNpb JEQ
MA4GA1UEBXMHTWFkaXNvb j EOMCYGALUEChMFVW5pdmVyc210eSBvZiBXaxXNjb25z
aW4tTWFkaXNvb j ErMCKGALUECXMi RG 12aXNpb24gb2YgSW5mb3JtYXRpb24gVGVj
aG5vbGINe TEUMB I GALUEAXMLRXJpYyYBOb3JtYW4xJITA] Bgkghk i GOWOBCQEWFMV(
bm9ybWFuQGRvaxQud21zYy51ZHUwXDANBgkghk i GOWOBAQEFAANLADB I AKEAp/27
X8stOGPRUUIW5A100ausOvWw9/B3WAXRVrxsk3YFfn2 jJWAK+YarQKv4r jXJb4BR11
PGBzx4KhVaOumcv1rQIlDAQABoxAwD jAMBgNVHRMBATSEA jJ AAMAOGCSqGS 1b3DQEB
BAUAAAGBAA/3rfNggPFRbIZMv7UufOrxGxK9QkZAULwbpboYVCophRUM//aRuG04
s/v/cySA91GLjLI8giPWW7Z3JkIE1Cv+G3ycM83YgtlulyhB26/JBvCOjg4hl+cl
g1lv32RR+E+pESbTS1YoKoJKBX2WEImO IBILpDrRL+mUhJImcWMzx1

————— END CERTIFICATE-----

6. Copy the certificate text into a file and save it with the extension .pem.

7. Convert the PEM file — named ICcert.pem in this example — to the DER format required for Java
implementations using an SSL conversion tool. For example, using the openSSL utility you would enter
the following command:

C:\openssI\bin\openssl x509 -in C:\ICcert.pem -out C:\ICcert.der -outform DER

8. Import the certificate into your keystore using the following command:

C:\BlueCoat\IntelligenceCenter\jre\bin\keytool -import -alias serverkeys -file
ICcert.der -keypass management_application -keystore server.keystore -storepass
management_application

9. Replace the default server.keystore with your new server.keystore by copying the file to the following
location:

C:\BlueCoat\IntelligenceCenter\apache-tomcat-6.0.18\webapps\ROOT \conf \server.keystore

Note IC requires that the keystore be named server.keystore.
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3  Getting Started With IntelligenceCenter

Now that you have installed IntelligenceCenter (IC) and DataCollector (DC), you are ready to start
configuring the system. This chapter describes how to log in and out of IC and how to navigate the user
interface. It also details the steps you must take to set up the administrative accounts and license the
software. It includes the following sections:

0 Logging in and out of Intelligence Center—on page 24
0 Exploring the IntelligenceCenter User Interface—on page 29
a0  Setting Administrative Account Settings—on page 30

a Installing the License Key—on page 32
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Logging in and out of Intelligence Center

The following sections describe how to log in to the IC Web-based user interface and the browser
requirements for doing so:

0 "Browser Requirements" on page 24

a0 "Adobe Flash Player Requirements" on page 24
0 "Logging In" on page 25

0  "Logging Out" on page 28

Browser Requirements

IC has been tested with the following browser versions. You can log in to IC from any client machine that
is equipped with one of the supported browsers.

® Google Chrome 35
e Firefox 30
¢ Internet Explorer 7.x, 8.x, or 9.x

Adobe Flash Player Requirements

Because the IC user interface is displayed using Adobe Flash Player, you must have the current version of
Adobe Flash Player installed on the client system from which you will access IC. For the IC user interface
to function properly, you must set the browser’s Internet security settings to the default values. If you
haven’t already installed the latest version, make sure to do so before using IC. If you aren’t sure which
version of Adobe Flash Player is installed on your client system, go to:

http://www.adobe.com/software/flash/about/

To download the latest version, go to:

http://www.adobe.com/products/flashplayer/

If you do not have Flash installed and you attempt to log in to IntelligenceCenter, you will be redirected to
the Flash download page.
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Logging In

IC provides a default administrator user account with user name admin; you must use this account the first
time you log in to configure IC.

If you are logging in from the system on which you installed IC, you can launch IC from the Windows Start
menu. If you are logging in from a remote system or if you are logging in from the local system using
non-default port numbers (ports other than 80 for HTTP and 443 for SSL), you must manually enter the IP
address of the IC server in your browser window in order to launch IC. Both login procedures are described
in the following sections:

0 "Launching IC from the Start Menu" on page 25

a "Launching IC from a Browser" on page 26

Launching IC from the Start Menu

If you're logging in from the local system and you configured IC to use the default ports when you installed
it (80 and 443 respectively), you can log in using the Windows Start menu as follows:

1. Click Start and select Programs > Blue Coat > IntelligenceCenter.

2. Select one of the following options, depending on whether you want to access IC over a secure (SSL) or
non-secure (HTTP) port:

e Select Launch IntelligenceCenter (non-secure port) to access IC over HTTP.

e Select Launch IntelligenceCenter (secure port) to access IC over SSL.
IC launches in your default browser. The login screen appears.

BI_“E [:UAT IntelligenceCenter

3. For User Name, type admin.
4. For Password, type admin.
Click Login. The Monitor tab in IC initially displays.

BLUE CUAT  IntelligenceCenter

Monitor Report Configure Alert Access Manage

My View & My Other View
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Launching IC from a Browser

To launch IC from a browser:

1.

Open a browser window or tab.

For the address, type one of the following:
https://<ip_address>:<port> (for a secure connection)

- Or -

http://<ip_address>:<port> (for a non-secure connection)

Note  The port number is required only if you specified HTTP and/or
HTTPS ports other than the defaults — 80 and 443 respectively —

2.
3.

26

when you installed IC.

The following table describes each variable in the URL:

Variable Description

<ip_address> ® If you're logging in from a remote client, type the IP address or
domain name of the computer on which you installed IC. For
example, http://10.10.1.2.
® If you're logging in from the local system, enter localhost. For
example, http://localhost or https://localhost.

<port> ® If you accepted the default port numbers for HTTP (80) and HTTPS
(443) when you installed IC, you do not need to include the port
number in the URL. For example, http://10.10.1.2.
® If you specified port numbers other than the defaults when you
installed IC, you must include them in the URL as in the following
examples: https://10.10.10.1:8443 or http://localhost:8080.

The login screen appears.

BI_UE [:UAT IntelligenceCenter

Login

For User Name, type admin.
For Password, type admin.
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4. Click Login. The Monitor tab in IC initially displays.
BLUE CUAT  IntelligenceCenter

Logging in and out of Intelligence Center

Monitor Report Configure Alert Access Manage

My View & My Other View
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Logging Out
IC does not log you out automatically. If you do not intend to use IC for an extended period of time, you

should log out to prevent unauthorized access to the application.

To log out of IC:
1. Click the Logout link in the banner.

Welcome, Administrater Administrater  Help  About  Logout

The login screen appears.

BLUE COAT 'veligenceCenter

2. Close the browser window.

Note  Your IC session will automatically time out after 30 minutes of
server inactivity. If your session times out, you will have to enter

your password to restore your session.
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Exploring the IntelligenceCenter User Interface

Exploring the IntelligenceCenter User Interface

When you log in to IC for the first time, the Monitor tab is displayed. To perform the initial IC configuration
tasks you must select the Configure > Network > Devices tab. By default, this tab contains a single group

called Network.

Nes Schedules

Network

Devices
Name

¥ == Network

b@}?esl BVT group

Add Remave

! Configure "

Refresh

Q@

Show Summary b

HNetwork 2

General Information

Name s | Network

Description Root network group.

Members
& @ de
<5 ® pc_18
& @ P 2215
;q @ ps_3
2 @ ps 4

Sync

The tabs at the top of the interface allow you to move from task to task within IC. The following table
describes the tasks you can perform from each tab.

Tab Tasks

|.m Configure and view the IC portlets. The portlet configurations are unique to each IC user profile. For
information on configuring and viewing portlets, refer to the online help.

Run, view, or schedule the IC static reports. For information on running, viewing, and scheduling
reports, refer to the online help.

Define the IC network, including creating network groups, sub-groups, and views, adding devices, and
configuring data collection. For information on how to set up your network, see .

View active alerts or configure the alerting system. For information on configuring alerting, refer to the
online help.

Manage users and user groups and define and assign access roles for the users and user groups. For
information on setting up user and group access to I(, see Chapter 5, Setting Up User
Access.

g nstall and view your license, customize the IClogin message, manage your scheduled reports, monitor

the audit log and configure IC system settings. For information on installing your license key, see
"Installing the License Key" on page 32. Forinformation on setting up the system email
account, see "Setting Up the IC Email Account” on page 31. For information on
configuring other system settings, refer to the online help.
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Setting Administrative Account Settings

Before you begin using IC, you must configure the required administrative account settings as described in
the following sections:

0  Setting the Administrative Password—on page 30

a  Setting Up the IC Email Account—on page 31

Setting the Administrative Password

Because the default user name and password for the admin user are well known and listed in
documentation available to the public, you should consider security implications. If IC is not on a trusted
network, you should immediately change the password to prevent unauthorized access.

1. Click the admin link in the banner.

Wyelcome, Help  About  Locgout

D
The Configure User Profile dialog box appears.

Configure User Profile y x
Change Password

Currert Pasaword

Mewy Passweard

Werified Mew Pasaward

Preferences
Time Ertry Format @ 12 hours O 24 hours
Initial Start-Up Screen Monitar L Save
Device Refresh Interval : mir

Close

2. Type the Current Password.

3. Type the New Password. The password must be 6 to 32 characters in length; can contain any
combination of letters, numbers, and symbols; and contain no spaces. As you type the password, an
asterisk (*) displays for each character you type. Passwords are case sensitive.

4. Retype the password in the Verified New Password field.
5. Click Save.
6. Click Close.
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Setting Up the IC Email Account

To enable IC to send email notification of events — such as report generation notification — to selected
users, you must configure an email server. You will need the DNS name or IP address of the Simple Mail
Transfer Protocol (SMTP) server through which IC will send the email as well as the email address and an
account for IC to use to send email from.

To set up the IC email account:

1. Select Manage > System Settings > System Email Address. The IC system email account settings are
displayed in the right pane. You must replace the default values with actual email server and
addressing information before IC will be able to send email notifications.

System Settings 9 System Email Address 9
Device Communication System email seftings define the settings InteligenceCenter uses to email reports and alerts.
External Sysiog Servers
Login Message Email Server % mall acme.com
SMMP Trap Managers SenderEmail % |acmin@acme com
SIEENETICEES SenderNeme % | IrteligenceCerter
External Authertication
Save, {b Cancel
2. In the Email Server field, enter the enter the fully qualified DNS name or IP address of your SMTP
server.

3. In the Sender Email field, enter the email address of the user from which you want IC to send email
notifications. This must be a valid email account on the specified email server.

4. Inthe Sender Name field, enter the name of the user from which you want IC to send email notifications.
5. Click Save.
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Installing the License Key

Your IC license controls which product features you are allowed to use. When you first install IC a 60-day
trial license gets installed, which allows you to deploy a single DC and 1000 devices (the trial license does
not support multiple DCs). To continue using IC after the 60-day trial period has ended, you must purchase
the license components you require and then upload the corresponding license keys to IC. At a minimum
you will need a base license, which allows you to deploy IC with a single DataCollector, as well as license
keys to support the number of devices you plan to deploy. You must also purchase a license for each
additional DC you plan to deploy.

After your purchase is complete, you will receive an email containing the activation codes for the licensing
features you purchased. You must then go to Blue Touch Online (BTO) and download your license keys.
When you download your license key file from Blue Coat, make sure you copy it to a location that is
accessible by the system on which you installed IC. You can then use IC to install the license key file as
follows:

Note Do NOT open the license key in a text editor or rename it as this
will corrupt the file. The license key must have a .bluecoat
extension.

1. Go to https:/ /support.bluecoat.com/licensing and select License Others. The Blue Coat Licensing
Portal (BCLP) login screen is displayed.

2. Enter your Blue Touch Online (BTO) User ID and Password. If you do not have a BTO login, send and
email to customercare@bluecoat.com. You will receive a response within one business day. Contact
Customer Care for forgotten username and passwords or submit a request at
https:/ /support.bluecoat.com/help/forgotpassword. After you successfully log in, the BCLP Home
page is displayed.

3. Enter the Activation Code contained in the email you received and then click Next. The download link
for the corresponding license key is displayed. Download the file to a location that is accessible by the
system on which you installed IC. Repeat this step for each activation code you received.

4. Log in to IC and select Manage > License. The Current License Features window displays information
about your current license, such as whether data collection is enabled, the number of devices and DCs
you can support, and the expiration date on each feature.

Audit  License  Scheduled Tasks  System Setiings

o

Current License Fealures

Dot aC olbector Limit
anty
ized
D= Remering 4
e L it
oty 1000
Hized

Doz Remening 4

5. To install a new license, click Upload New License. A file selector dialog box is displayed.

6. Browse to the location where you saved the license file and click Open. The new license is applied and
the Current License Features are updated on the screen.

32 IntelligenceCenter Getting Started Guide



Getting Started With IntelligenceCenter

Installing the License Key

For example, in the screen below, the Current License Features now shows the device capacity as 1000,
which indicates that you purchased a license to add 1000 data sources to IC; this license never expires.

DataCollector Limit
Capacity
Lttilized
Diays Remaining
Lrevice Limnt
Capacity
Litilized

Days Remaining

Current License Features  Upload bew License

3
1

Mever Expires

000
2

Mever Expires

? ]
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4

Setting Up Data Collection and
Reporting

Before you can start generating IntelligenceCenter (IC) reports, you must configure your IC network. At a
minimum, an IC network contains a group of devices and a DataCollector (DC) that collects and reports on
the data generated by these devices. Depending on the amount of data you need to collect and the way you
want to partition your reporting, you may need to create multiple groups, each with its own DC and unique
set of devices. Each DC collects data from and reports on the devices that reside in its own group.

To set up your IC network, you must complete the following tasks:

a

Define the groups and sub-groups that will contain the DCs and devices in your IC network. Each
group you create represents a standalone reporting domain with a unique DC and set of devices. See
“Defining Network Groups and Subgroups” on page 35.

Add a DC to each group. See “Adding a DataCollector” on page 38.

Add each device that you want to be able to report on to the IC network. See “Adding Devices” on
page 40.

Configure DC to collect data from the devices. See “Configuring Data Sources” on page 42.

Define a set of hours that correspond to the hours when your network usage is most active (that is, the
hours when people are working). See "Setting Up Business Hours Reporting" on page 46.

Define the applications that you are interested in reporting on and designate critical applications. See
“Select the time zone that corresponds to the region where you are setting your business hours (this
does not have to be the same as the time zone where the DataCollector resides) by selecting a value
from the Select Time Zone drop-down list.” on page 46.

Enable site reporting by associating IC site names with PacketShaper location-based traffic classes. See
“Setting Up Site Reporting” on page 51.
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Defining Network Groups and Subgroups

In IC, you organize your devices into groups and sub-groups. A group is a top-level organizational unit that
defines a reporting domain in IC. Each group must contain a single DC as well as the devices from which
this DC will collect and generate reports. A DC in one group cannot collect data from or report on data from
devices in a different group.

Within each group that you define, you can further organize your devices into sub-groups. By organizing
small groups of devices into sub-groups, you can optimize the speed at which the network tabs load. You
can then report on these sub-groups rather than on the entire network to improve report generation times.

The following sections describe how to set up your IC network:

a0 Planning Groups and Sub-groups—on page 35
a Creating a Group—on page 36

a Creating a Sub-group—on page 37

Planning Groups and Sub-groups

Before you install IC and your DC(s), you should take time to plan your deployment. The number of groups
(and, DCs) you need will depend on the size of your organization and the amount and type of data you are
collecting, and the way you want to partition your data. When planning your deployment, consider the
following:

¢ The amount and type of data you will be collecting—If you are collecting more data than a single DC
can support, you will need to deploy multiple DCs. Keep in mind that for each DC you deploy, you
must create a separate group and that you cannot report across groups. Therefore, you must plan how
you want to partition your data collection and reporting. For guidelines on the amount of data a single
DC can collect on a given hardware platform, see "System Requirements" on page 6.

® How you want to partition your data—You may also want to create groups to partition data from
specific regions or customers. For example, if you are a service provider, you may want to create a
separate group for each customer to ensure that the data for each customer is segregated. Or, if you have
a global organization that generates a large amount of data, you may want to create separate groups
based on geographic region or organization type.

Beneath each group, you can create sub-groups to help you further organize your devices. For example, you
could organize sub-groups based on the physical structure and location of the devices on your network. In
this type of organization, you might create a separate sub-group for each geographical region or city in your
network. Or, you could create sub-groups that organize devices logically, such as by department.
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Creating a Group

By default, IC contains a single group called Network. You must create a separate group for each DC you
plan to deploy.

To create a group:
1. Select Configure > Network > Devices.

Note You can rename the default Network group. If you have a naming
E scheme for the groups you plan to create, you may want to rename
=~ this top-level group to match your scheme. To rename the default
group, simply select it in the Devices tab, enter a new Name and
click Save.

2. Click Add and select Group from the pop-up menu. The Create Group dialog box is displayed.

Create Group i

Name

Description

Vou must 255150 2 DataCollector to this Group before yau can start collscting data. Would you ik to 25sign one naw?
(@ Dot assion & DataCollector at this time
Reassign & DataCollector - You have no DataCollectors availabis to rsassign

() Add & new DataCollector

Cancel

3. Enter a Name and optionally a Description for the group.
4. Specify whether you want to associate a DC with this group now or later:

¢ Ifyou want to associate a DC with this group later, select Do not assign a DataCollector at this time.
You must add a DC to the group before you can collect data and report on devices in the group.

¢ Ifyouhave a DC in a different group that you would like to reassign to this new group, select
Reassign a DataCollector. Note that if you have used this DC to collect data for a different group,
you will no longer to be able to report on the data you have collected (unless you move the devices
as well).

¢ If youwant to add a new DC to this group, select Add a new DataCollector and then complete the
fields required to add the DC (see "Adding a DataCollector" on page 38 for detailed information
about the required fields).

-----

]

5. Click Save. The new group is displayed on the Devices tab and is identified with the * icon.
Additionally, if you chose to add a DC at the same time that you created the group, the DC is also
displayed under the new group object on the Devices tab as indicated by the & icon. You must add a
DC to each group in order to collect and report on data for the devices in the group. If you have not yet
added a DC to this group, see "Adding a DataCollector" on page 38.
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Creating a Sub-group

If you have many devices, you can optimize the speed at which the network tabs load by organizing small
groups of devices into sub-groups. You can then report on these sub-groups rather than on the entire
network to improve report generation times.

To create a sub-group:

1. Select Configure > Network > Devices.

2. Select the group or sub-group under which you want to create the new sub-group. The network groups
can be collapsed and expanded; just click the arrow icons next to each group or sub-group. The down
arrow ¥ icon indicates that the group is expanded; the right arrow * icon indicates that the group is
collapsed.

3. Click Add and select Sub-group from the pop-up menu. The Create Sub-group dialog box is displayed.
Create Sub-group :

Name ]

Descrigtion

Cancel

4. Enter a Name and optionally a Description for the sub-group and click Save. The new sub-group is
displayed on the Devices tab and is identified with the = icon.

Network

Devices MW TR

Mame
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Adding a DataCollector

A DC is required to collect and report on data for the devices in a given group. You must deploy a DC in
each group before you can begin reporting on that group. Note that you can also create a DC at the same
time that you create a new Group; see "Creating a Group" on page 36 for details.

Note  The default licence that is included with IC allows you to deploy a
% single DC for 60 days. If you want to continue using DC after the
60-day trial period ends, you must purchase a license to do so. To

deploy additional DCs you must obtain a license. See'"Installing
the License Key" on page 32 for instructions on adding a license.

To add a DC to a group:

1. Select Configure > Network > Devices.

2. Click Add and then select DataCollector from the pop-up menu.
The Import DataCollector dialog box appears.

Import DataCollector ]

3. Enter a name for the DC in the Device Name field.
Enter an optional Description.

5. Enter the IP address or DNS hostname of the server on which DC is installed in the Host field. If IC and
DC are installed on the same system, you can enter localhost in this field. Note however that you
can only run one DC on a given server; if you have multiple DCs, you must install them on separate
servers, each of which meets the "System Requirements" on page 6.

6. Enter the DC Touch Password. This is the password that you created when you installed this DC.

7. Inthe Location field, you can optionally enter a description of the server’s location.

8.  Specify which group this DC will service. A DC can only collect and report on the devices contained in
its associated group:

e If the group that this DC will service already exists, select the Select from current Group(s) radio
button and then select the group from the Groups without DataCollectors drop-down list.

¢ If the group does not yet exist and you want to create it now, select the Create new Group radio
button and then enter a Name and optionally a Description for the new group.
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9. Click Save to save the DC configuration and the group. if applicable. A DC object appears on the

Devices tab in the Network pane, as indicated by the

Network
Devices [_sites_|
Name

¥ =iNetwork
&) @ dc
‘% @ pc_18
;! @ P5_221 5
;! @ps_3
;! @ps 4

(== Test BVT group

Add Remove Refresh

39

@ |
status

 Server Status

Uptime

Collection Status
Login

Database Connections
Login

Disk Utiization
Login

CPU Utiization

Wemory Utiization

Show Summary » Save Cancel

icon. The DC tabs appear in the right pane.

Q@

Configuration |l Data Sources [l Business tours Setup

1 day, since Jul B, 2011 4:28 AN
@ Collecting

@5

Updated 5:25 P

25.12GB of 161.06 GB (15%) [N

100%

16:58 17:01 17:04 17:07 17:10

16:58 17:01 17:04 17:07 17:10 1743 176 17:19 17:22 1725

1743 1716 1719 17:22 17:25

reorshyy  jemgup

sync
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Adding Devices

In order to interact with a device from within IC or collect data from a device, the device must have an entry
on the Devices tab. There are two ways to add a device to IC:

0 Adding Devices Manually—on page 40

a

Importing Devices from PolicyCenter—on page 41

Adding Devices Manually

To add a device to IC manually:

1.

2.
3.
4

Select Configure > Network > Devices.

Select the group or sub-group where you want to create the device and then click Add.

Select the device type from the pop-up menu. A configuration window appears.

Adding Devices

Configure the device. The configuration information you must supply depends on the type of device
you are adding. The following table describes the possible fields:

Menu Tasks

Device Name A descriptive name for the appliance or application you are adding

Description An optional description of the device or appliance you are adding

Device Type The type of NetFlow-capable device: router, gateway, bridge, switch, hub, or other (Network Devices

only)

Serial Number

The Blue Coat serial number of the appliance (PacketShaper and iShaper only)

Host The IP address or DNS hostname used to access the appliance or application (to add an iShaper you must
supply the IP addresses of the Inline Plane and the Advanced Services Plane)
Port Port number to be used for web access

Secure Login

Select this checkbox if the specified port is secure (if the default port is secure, this checkbox will already
be selected)

Touch Password

The password required for read/write access to the device (PacketShaper, iShaper, DataCollector only)

Location

An optional description of the device’s location

Administrator ID

The user name for the administrative user (iShaper and PolicyCenter only)

Administrator Password

The password associated with the administrator ID (iShaper and PolicyCenter only)

Domain Name

Name of the Windows Active Directory (domain) or workgroup to which the iShaper belongs

Host

[P address of the iShaper appliance's Advanced Services Plane

For more details, click the help ‘@ icon in the configuration window.
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5. When you are done configuring the device, click Save. The new device is displayed in the selected
group or sub-group.

Importing Devices from PolicyCenter

As an alternative to adding PacketShaper and iShaper appliances to your IC network manually, you can
import device entries from a PolicyCenter server. Note that you must add PolicyCenter as an IC device
before you can import appliances from it.

Note  All devices that are imported from PolicyCenter are added to the
= top-level of the group that contains the PolicyCenter device; you
=N cannot import devices into a sub-group or into a different group

than that containing the PolicyCenter server. However, you can
move the devices after they are imported by dragging them to the
desired location.

To import devices from PolicyCenter:
1. Select Configure > Network > Devices.
2. Select the PolicyCenter server from which you want to import devices:

e If you have already added the PolicyCenter server to IC, select its entry in the Devices tab. The
PolicyCenter server details are displayed in the right pane.

e If you have not yet added the PolicyCenter server to IC, select the group where you want to create
it, click Add and select PolicyCenter from the pop-up menu. Enter the required PolicyCenter
configuration information and then click Save. Details about the PolicyCenter server you just
imported are displayed in the right pane.

3. In the Import Shaper Inventory section of the right pane, click Import Shapers. IC begins importing the
devices from PolicyCenter; this process may take several minutes depending on the number of devices
being imported. When the import completes, a message displays telling you that you must refresh the
screen in order to see the imported devices. After you refresh the screen (which requires you to log out
and log back in), the new devices are displayed just below the group object; each appliance is uniquely
identified by its serial number.

4. If you want to move the newly imported devices to a different group or sub-group, drag the device
entry to the desired location.

5. Tochange the name that is displayed for an imported device from a serial number to a more descriptive
name, click on the corresponding object on the Devices tab, enter a new Device Name on the device’s
General tab and then click Save.
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Configuring Data Sources

Before DC can begin collecting data, you must define the data sources from which you want it to collect.
Additionally, if you plan to collect Flow Detail Record (FDR) data from the device, you must configure the
device to emit FDR to DC after you add it as a data source. A data source can be any PacketShaper or
PacketShaper ISP appliance running PacketWise version 7.3.1 or higher or any iShaper appliance running
8.2.1 or higher. In addition, you can also add NetFlow-capable network devices such as routers and
switches as data sources. You must add a device to IC before you can add it as a data source. In addition,
you can only add devices that are contained in the same group as the DC as data sources.

The following sections describe how to configure data sources:

0 Adding Data Sources to DC—on page 42
a  Configuring Devices to Emit FDR to DC—on page 44

0 Synchronizing Time Between DC and its Data Sources—on page 45

Adding Data Sources to DC

To add a data source to the DC configuration:
1. Select Configure > Network > Devices.

2. Select the DC object for which you want to add data sources. A DC is identified by the &' icon. After
you select a DC, its Status is displayed in the right hand pane.

Hetwark @ e

w Server Smius

= IlII_I

16:08 1701 1704 ATOT ATH0 ATA2 AT AT AT22 1728

Memery Utzatun L

3
M ¢

18 1713 1722 1728

1858 1701 T84 1TOT IT40
-t

Bated Remave Retreah Show Summary ¥ syne

3. Select the Data Sources tab. Initially, there are no data sources configured.

m Configuration Data Sources Business Hours Setup

Source Collect Metrics Collect Flows
a0 @ 01410006757 ¥ 4 Remove
_‘,! @ 5im I ] Remove
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4. In the Devices tab in the Network pane, select the appliance, network device, or group/sub-group that
you want to add as a data source. Note that if you add a group or sub-group, all PacketShaper and
iShaper appliances and network devices in the group become data sources. This makes it easier when
you add new devices because they will automatically become data sources.

5. Select the device or group object from the Devices tab or the view object from the Views tab and drag it
to the Source column on the Data Sources tab.

Mlame: Source Collect Metrics Collect Flows

¥ i Network

¢ @ DataCollactart

France Login
ko

3 = Francs T

th America

th America

As soon as the appliance, network device, group/sub-group, or view is successfully added as a data
source, checkboxes appear in the Collect Metrics and Collect Flows columns of the corresponding row.

Source Collect Metrics Collect Flows

g @ France ¥ I% Remove

6. Specify the types of data you want DC to collect from the new data source as follows:

e If you want to collect ME data from the data source (PacketShaper and iShaper only), check the
Collect Metrics checkbox. The specific ME variables that are collected depend on the appliance type.
For a list of collected ME variables, refer to the online help or the IntelligenceCenter User Guide.

e If you want to collect FDR data from the data source (Packeteer-2 and/or NetFlow-5), check the
Collect Flows checkbox. Note that you must also configure the appliance to emit FDR to the DC. See
“Configuring Devices to Emit FDR to DC” on page 44.

For the best possible correlation of data across FDR and ME reports, make sure that you are
collecting ME and FDR from the same set of devices.

Note  Because you can add views or groups/sub-groups at any level of

% the device hierarchy, an individual device may be added as a data
source multiple times, each with different data collection settings
(for example, if you add a group and a sub-group as separate data
source entries; if you add a sub-group and an individual device
within the sub-group; or if you add a sub-group and a view that
contain overlapping devices). The settings you define at the child
level will always take precedence over the settings defined at
higher levels of the hierarchy.

7. If you want to add additional data sources, repeat step 5 and step 6.

Source Collect Metrics Collect Flows
_"i » France I I Remave
¥ {5 North America ™ ™ Remove
2 @ East Coast I} I}

8.  When you are done adding data sources, click Save.
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Configuring Devices to Emit FDR to DC

If you configure a data source to for flow data collection, you must also configure the device to emit FDR
data to DC. For instructions on configuring a network device such as a router or switch to emit FDR, refer
to the product documentation for that device.
To configure a PacketShaper to emit FDR to DC:
1. Log in to the PacketShaper (or the iShaper’s inline plane).
2. Click the Setup tab.
3. From the Choose setup page list, choose flow detail records. The flow detail record settings page appears.
4. For each collector, specify the following;:

® Collector IP—The IP address of the DC to which you want to emit FDR. Keep in mind that a device

can only belong to one IC group and you should therefore only configure it to emit FDR to the DC

that belongs to the same group. In addition, you must add the device as a data source for the
corresponding DC before the DC will accept FDR records from it.

® Port— UDP port number on which DC listens for FDR. By default, this is set to 9800. However, you
can change the port on which DC listens for FDR by modifying the Data port field on the DCs
Configuration tab. However, all devices that emit FDR to the same DC must use the same port
number.

¢ Record Type — Select Packeteer-2. Note that if you are collecting FDR data from this appliance and
not ME data, you should also configure the appliance to emit Packeteer-0 from the appliance CLI
using the setup variable fTlowRecordsSendPktrO 1 command.

e Enabled — Select on.
5. Click apply changes to save the settings.
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Synchronizing Time Between DC and its Data Sources

DC will not be able to collect data from a device if the device’s time is not in sync with DC’s time. The best
way ensure that time stays in sync is to enable the simple network time protocol (SNTP) on your data
sources. By default, DC uses time.windows.com as its NTP time server (unless you changed it during
installation). To ensure that your data sources stay in sync with DC, enable SNTP on them and have them
use DC as their primary time server (or have them use the same time server that DC uses). For instructions
on configuring SNTP on a network device such as a router or switch, refer to documentation that came with
the product.

To enable SNTP on a PacketShaper:

1. Log in to the Shaper.

Click the Setup tab.

From the Choose setup page list, select date & time.
In the SNTP Client field, select on.

In the SNTP Primary field, enter the IP address of the DC for which this device is a data source, or
alternatively, enter the same NTP time server that the DC is using (time.windows.com by default).

SN N

6. Click apply changes to update the settings.
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Setting Up Business Hours Reporting

The business hours reporting feature allows you to define a set of hours that correspond to the hours when
your network usage is most active (that is, the hours when people are working). You can define one set of
business hours per DataCollector. After you define the business hours, you can then run your reports to
show data for only those hours. This way, statistical information displayed in the reports is not skewed by
the hours when there is very little traffic, such as weekends and evenings.

To define business hours for a DataCollector:

1.

AN

Select Configure > Network.

On the Devices tab, select the DataCollector for which you want to specify business hours.
Select the Business Hours Setup tab.

Select the Enable Business Hours Setup checkbox.

Select the time zone that corresponds to the region where you are setting your business hours (this does
not have to be the same as the time zone where the DataCollector resides) by selecting a value from the
Select Time Zone drop-down list.

| _General W status. W configuration Wl Data Sources  [NEN-SIS ST SPHSS

Business Hours settings provide flexibility to view reports based on the configured business hours.

Enable Business Hours Setup |Z|

Select Time Zone @ (GMT-08:00) Pacific Time (US & Cananda) -

Work Time

General Work Hours @

Start Time 09:00 w | Number of Working Hours | gg:g0

End Time

Work Week @ [ won [¥] Tue [¥] wed [¥] Thu [¥] Fri [] sat [] sun
import And Export Options
@ @
Select the work hours as follows:

® Select the Start Time from the drop-down list.

Note: Business hours can be set on the hour or the half hour only. In the case where the business
hours time zone and business hours start time or end time boundary differ by 30 minute fraction,
the reports will display data for the whole hour. For example, if you set business hours for GMT-8
from 8:30AM-5:30PM, the reports will show data for the time period from 8AM-6PM.

®  Select the Number for Working Hours from the drop-down list. When you make a selection, the End
Time is automatically calculated and displayed.

® Select the days of the week that network users will be working by selecting the appropriate
checkboxes in the Work Week field.

To save the business hours definition for this DataCollector, click Save. You will now be able to run
reports that only include data for the specified hours.
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Setting Up Application Reporting

Many reports that you can run in IC detail the performance of applications on your network. Applications
map to PacketShaper traffic classes, however they are not the same as traffic classes. A traffic class is logical
grouping of traffic flows that share the same characteristics based on matching rules. All traffic in the traffic
class must match the same rules in order to be part of the traffic class. However, you can define applications
to match multiple traffic classes and/or other applications to group traffic that you are interested in
reporting on as a single entity even if its flow characteristics are vastly different.

If you are simply interested in reporting on your traffic classes as they are defined on the appliances from
which you're collecting data, you do not need to worry about creating applications; you can simply run
traffic class reports. However, if you want to report traffic classes or traffic class groupings as applications,
you must make sure that there is an application defined in IC to represent them. By default, IC includes
applications that match many standard network traffic classes. The matching rules for each application, as
related to the PacketShaper class tree, use the /Inbound/*/<class_name> and

/Outbound /*/<class_name> format. With these matching rules, any standard traffic class (including most
site-based traffic classes) will match the application definition as long as it is a leaf class. For example, the
class /Inbound /HTTP and /Inbound/Paris/HTTP would both match the default IC application called
HTTP.

Whenever IC discovers a new traffic class that matches one of its applications, the application becomes
active. An application can only be reported on if it is (or was at one time) active. IC learns about the traffic
classes on the devices it manages through its class discovery operation. By default, IC performs class
discovery once a day, but this interval is configurable. You can also force IC to perform a class discovery on
demand.

Because the default IC applications only match standard traffic classes, you will need to manually create
applications for any custom traffic classes on your network that you want to report on as applications.

Applications can also contain other applications. This is useful when you want to report on a group of
applications as a single entity. For example, you could create an ERP application that contains the Oracle
and SAP applications. You can also designate applications as critical applications. Many reports allow you
to then generate reports that contain data for these critical applications only.
The following sections describe how to manage applications, including:

¢ “Defining an Application” on page 48

¢ “Defining Critical Applications” on page 50

47 IntelligenceCenter Getting Started Guide



Setting Up Data Collection and Reporting Setting Up Application Reporting

Defining an Application

To define an application:

1. Select Configure > Applications. The application management panes are displayed. The left pane shows
the list of applications that have already been defined; if you add an application, it will be added to this
list. The right pane shows the settings for the selected application.

Applications ? ] ActiveX ? ]
View | Al v General Information
7 Abacast &=
a— EJ Name # | ActiveX
= AcTVia Description Active X Components
= AFP
T Aimster Critical () ves @ MNo
(7 AOL-AM-ICQ
(=5 Apple-Tunes
_ Included Applications
= AppleTalk
= Ares
7 AsheronsCall
5y ATSTCP
7 Aftachmate-GW
B Audiogalaxy Drag snd drop exizting licsti into the included box to include them in the
. spplication definition.
= AURP
(55 BAAN Included Traffic Classes Add
7 BackWeb
_ b All paths ending with ActiveX in inbound only Remove
7 Dattle.net
= Battlefield » Al paths ending with ActiveX in outbound only Remove
= BGP z
Add Remove Refresh Sync

By default, IC shows all applications. However, you can select a value from the View menu to filter
whether the list shows Active, Inactive, or Critical applications. An active ® application is an application
for which a corresponding traffic class has been discovered on one of the configured data sources; an
inactive © application is an application for which the corresponding traffic classes have not been
discovered on the configured data sources. A critical application is one that you have marked as Critical
in the application definition. If DC has not yet discovered traffic classes all applications will display as
inactive; you must force a class discovery in order to see which applications are active or wait for the
next discovery interval (once a day by default). If there was a traffic class discovery either by automatic
mechanism or by force during the last 15 minutes, it will not trigger new discovery again; you must
wait for 15 minutes before forcing class discovery again.

If you want to force a class discovery, continue to step 2; otherwise, skip to step 3.
2. To force DC to push a list of discovered traffic classes to IC:

a. Select Configure > Network > Devices.

b. Select the DC object on the Devices tab.

c. Select the General tab in the DC configuration pane.

d

Click Discover Traffic Classes. DC will push the traffic classes it knows about to IC. When you click
the Discover Traffic Classes button, it takes about 5 to 6 minutes to get classes on IC.

e. Select Configure > Applications.
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Note By default, DC sends an updated list of traffic classes to IC once a
% day. You can change the frequency at which DC sends updated
traffic class information to IC by modifying the class discovery
interval (Configure > Network > Devices, select the DC and set the
Class discovery interval on the Configuration tab). For more
information, refer to the online help or the IntelligenceCenter User
Guide.

3. If you want to create an application manually, click Add in the Applications pane. The Create New
Application dialog box is displayed. Otherwise, skip to step 9.
Create New Application j

Mame

Deseription
Critical O ves @ Mo
Cancel

Enter a Name and optionally a Description for the new application.

5. If you want to be able to report on the application as a critical application, select the Yes radio button
in the Critical field.

6. Click Save. The new application will be listed alphabetically in the Applications pane.

Applications Q@ My New App Q@
Wiew | All v General Information

= My New App il

p— Name # | My New App

— mySpace

= Mythic Description

=5 Mapster

3 Net2Phone Critical () ves (@ Mo

(75 MetBEUI

5 MNetBIOS-IP

— Included Applications
= NetFlowVs

T Netia
5 NFS

=5 NicoNicoDouga

(5 NNTP

box to include them in the

= ue Drag and drop existing applications into the
— spplication definition.
= NWS5-CMD

5 MWws-NCP Included Traffic Classes Ad

%
=

i oFoTO
(5 OpenConnect-JCP

7 Oracle

7 Orkut -

Add Remove Refresh Sync

7. Select the new application in the Applications pane. Its details appear in the right pane.
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8.

To define the rules that determine which traffic classes match the application, click Add. The Included
Traffic Classes box expands so that you can define the traffic class matching rules for the application as
follows:

Included Traffic Classes Add

¥ All paths ending with [Please enter a non-empty Traffic Class path!] in both directions Revert Changes Remove

Include classes where.

Patnends wih v | Select...

(@ Both Directions  (O) Inbound Only () Outbound Only

a. Type a traffic class path in the text box or click Select to select a class from the Select Traffic Class
dialog box. If you type the path, the path you enter may contain one or more alphanumeric
strings—including the underscore ( _), dash (- ), or period ( . )—separated by a forward slash ( /).
Wildcards ( *) are allowed, but not at the beginning or end of the path. Additionally, the path may
not end with a slash. For example, Class.1-2, Class1/Class2_3, and Class.1/*/Class2 are all valid
paths.

b. Select the matching pattern from the drop-down list (Path ends with, Path contains, Path is, Path
starts with).

c. Select the matching direction: Both Directions will match against all /Inbound and /Outbound
traffic classes; Inbound Only will match against all /Inbound traffic classes; Outbound Only will
match against all /Outbound traffic classes).

d. To add another rule, repeat step 8.

If you want to add an existing application to this application, drag it from the Applications pane and
drop it in the Included Applications box.

10. When you are done defining the application, click Save.

Defining Critical Applications

IC allows you to generate reports that detail the performance of the applications that are the most critical to
your business. Before you can generate reports on your critical applications, you must first designate which
applications to include as critical.

To designate an application as critical:

1.

2.
3.
4

Select Configure > Applications.

Select the application you want to designate as a critical application in the Applications pane.
Set the Critical radio button to Yes.

Click Save.
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Setting Up Site Reporting

Before you can run site-based reports, you must first create IC site names that are associated with the
Shapers’ location-based subnet classes for which you want to generate site reports.

To add a site to IC:
1. Select Configure > Network > Sites.
2. Click Add at the bottom of the Sites pane. The Create New Site dialog box is displayed.
Create New Site 3
bescrpton
3. Select the Group that contains the Shapers that will report data for the site.
4. Enter the Name of the site. The site name must exactly match the traffic class name used on the
PacketShaper.
5. Enter a Description for the site. It's good practice to include in the description the name of the
PacketShaper on which the location-based class that maps to the site is located.
6. Click Save. The new site name will be listed alphabetically in the Sites pane.
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5  Setting Up User Access

This chapter describes how to set up user access and controls, including creating user and group accounts,
defining third-party authentication services, and defining access roles and privileges.

To set up user access to IC, you must complete the following tasks:
a Defining Roles—on page 53

0 Enabling User Access—on page 57

0 Assigning Roles—on page 66
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Defining Roles

In IC, an access role defines the tasks a given user can perform. Every user who uses IC must be assigned a
role. The access rights that have been defined for the role determine what objects the users can see and what
tasks the user can perform in IC; if the user doesn’t have access rights to an object or a task, the user will not
be able to see the corresponding menu item or object within the IC user interface.

Whenever a new user account is created, you must assign a role to the user or the user will not be able to
perform any tasks within IC. IC provides three default roles—administrator, operator, and user—that you can
select from (for details about the access rights for each of these default roles, refer to the online help). Or,
you can define your own roles and then assign them to users or groups of users.

The following sections describe how to determine what access levels you need to assign to a role and
provide procedures for creating new roles:

a0  Access Level Dependencies—on page 53

a  Creating a Role—on page 54

Access Level Dependencies

When defining access levels for a role, keep in mind that some rights are dependent on other rights. For
example, suppose you wanted to create an application monitoring role for users who need to use IC to run
application reports. To run an application report, the user needs to be able to select the report to run, select
the network group, sub-group, or device against which to run the report, and, in some cases, select the
actual application to report on. Therefore, when defining access levels for this role you would need to grant
the following access levels to the role:

® Reports—Grant rights view the application reports and to perform the desired reporting tasks such as
running, viewing, scheduling, and emailing reports.

Edit Reporting Privileges for Role Application Monitoring

Select the mpor categories snd/or pecifc mpodts that  Select tre mpoding tasks that wsers can pedont for the selected maods:
you wamt usersin this mle fo be 2ble to Focess.
Granted

Reports Wiews Al v
YOl &

>[Il Applcation

P Device

P Host

> sie

Run and iew Reports
View Reports

Run and Archive Reports
Schedule Reports

Delete Archived Reports

Email Reports to Selt

OOOORA

Email Reports to Others

® Network > Devices—Grant rights to the specific groups, sub-groups, and devices you want the users
in the role to be able to report against and grant rights to view network groups, sub-groups, and
devices.

Edit Device Privileges for Role Application Monitoring

Select the pioups, swh-groups, md devices that pow  Select the tasks that users can pedam o Hre selected groups, sub-grmups, and devices:
want users it this mie to be gble to Fccess.
Granted

Metwork Topalogy

Wity Network Group, Sub-group, and Devics Fropertiss
Delste Network Groups, Sub-groups, and Devices

Vi Netwiork Groups, Sub-groups, and Devices

Vi Devics Detalls (including Single Sign-On Credentials)
Creste Groups

Creste Sub-groups

Creste Devices (manual o by import)

IEEENEEE

%) South America
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® Applications—Grant rights to view application definitions. You must also specify which applications
users in the role can see or select All applications. Keep in mind that limiting the applications that the
user can see will only limit what applications users can choose to run reports against; it does not limit
what applications show up on the reports. For example, if you limit the application access to HTTP, FTP,
and CIFS, users will only be able to run an Application Activity report against one of those applications.
If, however, they run a Top Applications report the report will display the applications that used the
most bandwidth during the reporting period, whether or not the users in the role have specifically been
granted rights to view those applications.

Edit lication Privileges for Role

Select the appiications trat you wantusers  Select te application tasks that users can pedom on the selected anplications:
i this mile o be able to ocess:
Granted

Applications O

PE i

Creste Application Definitions
[0 Modity Applcation Definitions
[ Delste Application Defintions

View Application Defintions

Creating a Role

For instructions on assigning a role to a user or a group of users, see "Assigning Roles" on page 66.

To define a new role:
1. Select Access > Roles.
2. Click Add/Copy. The Add a New Role dialog box is displayed.

Add a New Role x

Select 2 rmdio hutton below to saecify whether you want to oreate the mew mie fma somtoh orcopy 2N
stnbutes of an existing mie to the new mis:

(@ Creste a New Role

Mame: this Mesw Riole:

Deseription

(O Copy an Existing Role

3. Specify how you want to create the role:

® If youwant to create a role and manually define the access privileges for the role, make sure the
Create a New Role radio button is selected. When you create a role manually, all access
privileges for all IC tasks are disabled by default.

® If you want to create a new role that inherits the access privileges defined for an existing role,
select the Copy an Existing Role radio button and then choose a role from the Select a Role to
Copy drop-down list. You can modify the access privileges after you create the role.

4. Enter a name for the new role in the Name this New Role or Name this Copied Role field.
5. (Optional) Enter a Description for the new role.
6. Click Add New Role. The new role is added to the Roles pane.
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7. To define the access levels for the role, make sure the role is selected in the Roles pane and then select
the Access Levels tab. This tab details the access levels for the various categories of tasks that users can
perform from within IC.

8. Expand the category for which you want to define access levels by clicking the right arrow » icon. Once
expanded, the current access levels for the category are displayed.

Roles 7] Application Monitoring 7]
&2 coministratar TP AccessLevels
&2 Splication Montoring Reports
&3 operstor Reports Members Have Access To
aguser 0 of 29 reports available to this Role Grarted  Tasks
X Runand View Reporls
X ViewRepors
X Runand Archive Reports
X Schedule Reporls
X Delele Archived Reports
X Email Reports to Self
X Email Reports to Others

Edit Reporting Privileges

» Monitoring
» Hetwork

» Applications

» Schedules

» Alerts

» Users, Groups, and Roles

» Management

9. To set the access privileges for the category, click the corresponding Edit button. For example, to edit
the access levels for reporting, click the Edit Reporting Privileges button. The privileges editor for the
category is displayed. You use the privileges editor to define the access levels for the category, including
which tasks the user can perform within the category and which objects within the category the user
can perform these tasks on. The specific objects and/or tasks that are available depend on which
category you selected.

Edit Reporting Privileges for Role Application Monitoring x

Seleot the mpod categores andior specific repots that you want users in this mle  Select the rporting tasks that users can perom for the selected mports:
to e able to sccess:
Granted
Reports Views | all v

YO 4

YV I) Applcation

Fun and Yiew Reparts
wigw Reparts

Fun and Archive Reporls
v '] Application Response Time Sehedule Reports
v ge] Application Activity Delete Archived Reports

W Top Immediate Children Emsil Reports to Self

e RN

v & Top Applications
»[I) Device

O Host

Il ste

Email Reports to Cthers

Save Changes

For example, in the reporting privileges editor (shown above), you can grant users in the role the
privilege to perform a reporting task—such as viewing reports, emailing reports, or scheduling
reports—by checking the corresponding checkbox in the Granted column. You can specify which reports
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the users in the role can perform these tasks on by selecting the specific reports in the Reports column.
Many of the privileges editors have hierarchical lists of objects that you can expand and collapse by
clicking arrow icons next to each group of objects. The down arrow ¥ icon indicates that the group is
expanded; the right arrow * icon indicates that the group is collapsed. Selecting an object at a higher
level of the hierarchy automatically selects all objects below it. For example, selecting the Application
object in the list of reports automatically selects all application reports.

10. When you are done defining the access privileges for the category, click Save Changes.

11. Repeat Step 8 through Step 10 for each category of the IC application for which you want to define
access privileges for this role.
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Enabling User Access

To access IC, a user must provide a valid user name and password. IC can authenticate users locally or it
can contact an external authentication server to authenticate users. The following sections describe how to
set up user access to IC:

0 You can manually create a user account for each IC user. This is a good method to use if you have few
IC users and you do not have an existing authentication system in place. See “Creating a Local User
Account” on page 57.

0 You can configure IC to authenticate users via an external LDAP, RADIUS, or TACACS+
authentication service. This is a good method to use if you already have authentication services in
place and you do want to have to manually maintain additional user accounts. Keep in mind that for
each user that is authenticated to IC via an external authentication service, you must manually enable
the account and assign a role before the user can use IC (see "Activating a User Account" on page 64
for details).

Creating a Local User Account

Use the following procedure to manually create a user account in IC:

1. Select Access > Users & Groups and select the Users tab. The existing user accounts are displayed. By
default, there is a single user account called Administrator. When you select an account in the left pane,
account details are displayed in the right pane.

Users & Groups y admin

¢
users ]

2, Acministratar Administretor el Ll Account Status Enabled
Disabled
Mewy Passwort:

Werified Passwiord:

First Mame: # Administrator
Miciclle Mame:

Last Mame: # Administrator

Email

Fhone
Address

Street 1

Street 2

City: State Zip:

Country. Select courtry M [~

@ Add Q
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Note  The Users & Groups pane displays the first and last name of the
E person associated with the user profile. Because the default
=~ Administrator profile is not associated with an actual person, it is
displayed as Administrator Administrator.

2. Click Add. The Create User dialog box appears.

Create User ]

First Name:

Last Name:
Email.

User Mame;
Mew Password:

“erified Password,

Cancel

3. Enter the First Name, Last Name, and, optionally, the Email address of the user.
4. Fill in the following user account information:

Menu Tasks

User Name Unique name for the user — this is the name the user must enter in order to log in to IC. The user name must
be 32 characters or less; can contain any combination of letters, numbers, and symbols; and contain no spaces.
User names are case sensitive. Note that the user name cannot be modified after adding the user.

New Password The IC password. The password must be 6 to 32 characters in length; can contain any combination of letters,
numbers, and symbols; and contain no spaces. As you type the password, an asterisk (*) displays for each
character you type. Passwords are case sensitive.

Verified Password  For verification purposes, this password must match the password you entered in the New Password field.

5. Click Save. The new user —identified by first and last name — appears on the Users tab in the left pane.
Configuration details for the user are displayed in the right-hand pane. By default, the Account Status
for manually created user accounts is Enabled.

6. Assign one or more roles to the user. There are two ways to associate a user with a role: you can
manually assign roles to each user or you can add the users to a user group, which is associated with
one or more roles. Every user must have at least on role assigned to be able to use IC. To add a role, click
Add/Remove in the Roles field or in the User Groups field. The Add/Remove Roles or the Add/Remove User
Groups dialog box is displayed.
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AddRemove Roles x

Flease select mie you want to assign for His Lser,

Roles

[ actministrator
[ application Moritaring
[ operatar

[ user

Make Changes

7. Select the role(s) or group(s) you want to assign to the user and then click Make Changes. There are no
default user groups; before you can assign users to user groups, you must first create the groups. See
"Creating a User Group" on page 66 for instructions.

You can select one or more of the following default roles or select any custom roles you have defined:
® user — Can view anything within IC, but can not change anything.
® operator — Can run and view reports and portlets and manage the IC network topology.
® administrator — Can perform all IC tasks.

For instructions on defining roles, see “Creating a Role” on page 54.

% Note  Roles and user groups are not mutually exclusive; you can assign
a role to a user and assign the user to a user group.

8.  When you are done configuring the user account, click Save.
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Enabling External Authentication

As an alternative to configuring a local user account for each IC user, you can configure IC to authenticate
users by accessing your existing RADIUS, TACACS+, and/or LDAP authentication services. If external
authentication is enabled, IC will contact the configured authentication server(s) to authenticate a user
based on the user name and password supplied during login. The first time IC successfully authenticates a
user using an external authentication service, it creates an IC user account for the user. However, IC will not
log the user in upon this first successful authentication. Instead, it displays a message on the login screen
indicating that the administrator must activate the account; in addition, IC sends an email to the IC system
email account indicating that the account requires activation. For instructions on setting up the system
email account, see "Setting Up the IC Email Account” on page 31.

The following sections describe how to configure external authentication services:

a Enabling RADIUS Authentication—on page 60
0 Enabling TACACS+ Authentication—on page 61
a Enabling LDAP Authentication—on page 63

0 Activating a User Account—on page 64

Enabling RADIUS Authentication

To configure IC to work with the RADIUS authentication server:

1. Select Manage > System Settings > External Authentication.

2. In the External Authentication pane, click Add. The Add an External Authentication Service dialog box is
displayed.

3. Select RADIUS from the Please select the service you want to add drop-down list. The RADIUS
configuration fields are displayed on the dialog box.

Add an External Authentication Service ]

Flease select the service you wanttoadd | Rapi)s  w

Enable RADIUS []

Primary Host Information Secondary Host Information

Primary Host * l:' Secondary Host

Fort #1812 Port 1812

Server Details Server Details [] =ame as Primary Host
Shared Secret # I:l Shared Secret
Retype Shared Secret ¥ I:l Retype Shared Secret
Authentication Scheme Tchar v | Authentication Scheme: Tchar v |
Retry Settings
Retry linit %3

Retry interval (seconds) # 5

Cancel
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4.

Enter the following configuration settings for the primary and optionally for the secondary RADIUS
authentication server:

Field Description

Host (Primary or The IP address or DNS name of the RADIUS server.

Secondary)

Port The port number IC will use to connect to the RADIUS server. The default port number is 1812.
Shared Secret The password required for the RADIUS server to authenticate the IC server <777 For verification

purposes, you must retype this password in the Retype Shared Secret field.

Authentication Scheme The method to be used to authenticate the user credentials. You can select one of the following
methods:

® PAP—With PAP (Password Authentication Protocol), the user name and password are
transmitted in clear, unencrypted text. If you select PAP, Blue Coat recommends you increase
security by logging in to IC via HTTPS. PAP is required for RADIUS configurations that require
access to clear text passwords (for example, when passwords are stored and maintained in a
database external to the RADIUS server).

® CHAP—With CHAP (Challenge Handshake Authentication Protocol) the RADIUS server
sends a challenge that consists of a session ID and an arbitrary challenge string, and the user
name and password are encrypted before they are sent back to the server.

You can optionally modify the Retry Settings as follows:

® Retry limit—By default, if the RADIUS server fails to respond, IC will try to log in to the server
three times before reporting a server failure. The valid range for this field is 0-10.

® Retry interval—By default, the IC server waits 5 seconds before retrying a login when the
RADIUS server fails to respond. The valid range for this field is 0-30 seconds.

Make sure the Enable RADIUS checkbox is checked.

Click Save. The RADIUS service is added to the Services table in the External Authentication pane. If you
had already added a different external authentication service, RADIUS is added to the bottom of the
list. When a user attempts to authenticate, IC will connect to the configured authentication services in
the order listed.

If you want to change the order of the authentication services, select the service you want to move in
the Services list and click the up arrow “ or the down arrow = to move the service to the desired
position and then click Save.

Enabling TACACS+ Authentication

To configure IC to work with the TACACS+ authentication server:

1.
2.

61

Select Manage > System Settings > External Authentication.

In the External Authentication pane, click Add. The Add an External Authentication Service dialog box is
displayed.

Select TACACS+ from the Please select the service you want to add drop-down list. The TACACS+
configuration fields are displayed on the dialog box.
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Add an External Authentication Service ]

Fleass select the service you wantto add  Tacacss  w

Enable TACACS+ []

Primary Host Information Secondary Host Information
Primary Host & l:l Secondary Host
Port # |49 Port 49

Server Details Server Details [] =ame as Primary Host

Shared Secret # I:l Shared Secret
Retype Shared Secret ¥ I:l Retype Shared Secret
Authentication Scheme: Tchar v | Authentication Scheme: Tchar v |

Retry Settings
Retry limit #3
Retry interval (seconeds) % 5

Cancel

4. Enter the following configuration settings for the primary and optionally for the secondary TACACS+
authentication server:

Field Description

Host (Primary or The IP address or DNS name of the TACACS+ server.

Secondary)

Port The port number IC will use to connect to the TACACS+ server. The default port number is 49.
Shared Secret The password required for the TACACS+ server to authenticate the IC server. For verification purposes,

you must retype this password in the Retype Shared Secret field.

Authentication Scheme The method to be used to authenticate the user credentials. You can select one of the following
methods:

® PAP—With PAP (Password Authentication Protocol), the user name and password are
transmitted in clear, unencrypted text. If you select PAP, Blue Coat recommends you increase
security by logging in to IC via HTTPS. PAP is required for TACACS+ configurations that require
access to clear text passwords (for example, when passwords are stored and maintained in a
database external to the RADIUS server).

® CHAP—With CHAP (Challenge Handshake Authentication Protocol) the TACACS+ server
sends a challenge that consists of a session ID and an arbitrary challenge string, and the user
name and password are encrypted before they are sent back to the server. This is the default.

® ASCII—With ASCII (American Standard Code for Information Interchange), the user name
and password are transmitted in clear, unencrypted text.

5. You can optionally modify the Retry Settings as follows:

® Retry limit—By default, if the TACACS+ server fails to respond, IC will try to log in to the server
three times before reporting a server failure. The valid range for this field is 0-10.

® Retry interval—By default, the IC server waits 5 seconds before retrying a login when the
TACACS+ server fails to respond. The valid range for this field is 0-30 seconds.

6. Make sure the Enable TACACS+ checkbox is checked.
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Click Save. The TACACS+ service is added to the Services table in the External Authentication pane. If
you had already added a different external authentication service, TACACS+ is added to the bottom of
the list. When a user attempts to authenticate, IC will connect to the configured authentication services
in the order listed.

If you want to change the order of the authentication services, select the service you want to move in
the Services list and click the up arrow “ or the down arrow = to move the service to the desired
position and then click Save.

Enabling LDAP Authentication

To configure IC to work with the LDAP authentication server:

1.
2.

4.
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Select Manage > System Settings > External Authentication.

In the External Authentication pane, click Add. The Add an External Authentication Service dialog box is
displayed.

Select LDAP from the Please select the service you want to add drop-down list. The LDAP configuration
fields are displayed on the dialog box.

Add an External Authentication Service ]
Pleass select ths service you warttoadd | | pap  w |
Enable LDAP [] =
Primary Host Information Secondary Host Information
Primary Host s l:l Secondary Host
Port # 389 Port 389
Server Details Server Details Same &3 Primary Host
Type of server Cther - Type of sarver Other -
User Aftriaute Type 5o User Aftribite Type cn
LD&P Yersion [OF] LDAF Yersion (S]]
@ 3 [CE
[ Fallow referrais  [] Enakle SSL [ Follow reterrats  [] Enabls SSL
Base Dhls # The system seamies DWis in the omer listed. Base DNz The systen seamires DWs in the omeristed.
Add Add r
Retry Settings
Retry limit %3 I~

Cancel

Enter the following configuration settings for the primary and optionally for the secondary LDAP
authentication server:

Field Description

Host (Primary or The IP address or DNS name of the LDAP server.

Secondary)

Port The port number IC will use to connect to the LDAP server. The default port number is 389. If you enable

SSL, change the port to an SSL listening port, such as port 636 (the default LDAPS port).

Type of server Select the type of LDAP authentication server you are using: Microsoft Active Directory,
Netscape/Sun iPlanet, Novell NDS/eDirectory, or Other (the default).
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Field Description

User Attribute Type Specifies which LDAP attribute contains the user name. IC uses the following default settings, however
you can change these values if your LDAP authentication server uses a different user attribute:
® Microsoft Active Directory: SAMAccountName
® Netscape/Sun iPlanet: uid
® Novell NDS/eDirectory/Other:cn

LDAP Version Select 2 for LDAP v2 or 3 for LDAP v3 (the default). If you use LDAP v3, you can also enable the following
options:

® Follow Referrals—Select this option if your LDAP authentication service comprises
multiple servers (or domains) and you want IC to automatically be redirected to the server
containing the information for the user it is trying to authenticate.

® Enable SSL—Select this option if you want IC and the LDAP server to communicate over
a secure connection. Note that you will also need to change the Port to an SSL listening port,
such as port 636 (the default LDAPS port).

Base DNs A Base DN identifies the LDAP entry that IC should use as the starting point of its search for users. You
can specify multiple base DNs. You must enter a complete DN, for example
cn=administrators, dc=acme, dc=comorou=operations, o=acme.

5. You can optionally modify Retry limit. By default, if the LDAP server fails to respond, IC will try to log
in to the server three times before reporting a server failure. The valid range for this field is 0-10.

6. Make sure the Enable LDAP checkbox is checked.

7. Click Save. The LDAP service is added to the Services table in the External Authentication pane. If you
had already added a different external authentication service, LDAP is added to the bottom of the list.
When a user attempts to authenticate, IC will connect to the configured authentication services in the
order listed.

8. If you want to change the order of the authentication services, select the service you want to move in
the Services list and click the up arrow “ or the down arrow = to move the service to the desired
position and then click Save.

Activating a User Account

The first time IC successfully authenticates a user using an external authentication service, it creates an IC
user account for the user. However, IC will not log the user in upon this first successful authentication.
Instead, it displays a message on the login screen indicating that the administrator must activate the
account; in addition, IC sends an email to the IC system email account indicating that the account requires
activation. For instructions on setting up the system email account, see "Setting Up the IC Email Account"
on page 31.

Before the externally authenticated users can access IC, you must activate their accounts and assign them
to at least one role (or add them to a user group that is associated with a role) as follows:

1. Select Access > Users & Groups and select the Users tab. The Users pane displays the existing user
accounts.

2. Select the user account that you want to activate. Details about the selected user account are displayed
in the right pane.

3. In the Account Status field, select Enabled.
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4. Assign at least one role to the user by selecting User Groups and/or Roles:

If you want to associate the user with a user group that has roles assigned, click Add/Remove in the
User Groups section of the screen, select the user groups you want to add the user to from the dialog
box and then click Make Changes.

If you want to manually assign the user to a role, click Add/Remove in the Roles section of the
screen, select the roles you want to assign the user to from the dialog box and then click Make
Changes.

5. Click Save.

65
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Assigning Roles

To use IC, each user must be assigned a role. There are two ways to assign roles to users. You can manually
assign roles to each user. Or, you can create user groups that have a defined set of roles and then add users
to the user group; the user is then a member of all roles that are defined for the user group. Using user
groups to assign roles simplifies administration of user access control.

The following sections describe how to create user groups and assign roles:

0 Creating a User Group—on page 66

a0 Assigning Roles to Users Manually—on page 67

Creating a User Group

To create a user group:

1. Select Access > Users & Groups and select the User Groups tab. The Users & Groups pane displays the
existing user groups. There are no default user groups.

2. Click Add to create a new user group. The Create User Group dialog box is displayed.

3. Enter a User Group Name and optionally a Description of the group and then click Save. The new user
group is added to the User Groups tab and details about the group are displayed in the right pane.

Users & Groups 2 Application Admins 9

Users User Groups

&, Application Admins User Group Name, # Application Admins

Description

Foles: Hote: Assigning roles will not make Users with these roles members of this
User Group. Individual Users and other User Groups will need to be
added to the member list in order to be & part of this User Group.

AddRemove

Members.

AddRemove

4. To add roles that you want to assign to the members of this group assigned to, click the Add/Remove
button in the Roles section of the screen. The Add/Remove Roles dialog box is displayed.

5. Select the role(s) you want to associate with this user group and then click Make Changes. The selected
roles are displayed in the Roles box.

6. Toadd users to this user group, click the Add/Remove button in the Members section of the screen. The
Add/Remove Members dialog box is displayed.

7. Select the users and user groups you want to associate with this user group and then click Make
Changes. The selected users and user groups are displayed in the Members box.

8. To save the user group configuration, click Save.
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Assigning Roles to Users Manually

You can manually assign roles to any user with an existing user account (even if the user has already been
assigned to one or more user groups).

If the user account does not yet exist and you want to create one locally, see "Creating a Local User Account”
on page 57. If you are maintaining your user account information in an external authentication system, a
user account will automatically be created for users when they first attempt to log in to IC. For information
on enabling external authentication, see "Enabling External Authentication" on page 60.

To assign a role to a user:

1. Select Access > Users & Groups and select the Users tab. The Users pane displays the existing user
accounts.

2. Select the user that you want to assign a role to. Details about the selected user account are displayed
in the right frame.

Users & Groups 7] tandrew ?]
Users

&, Adkministrator Administrstor

2, Timothy Ancrew: (O Disabled

[+

User Name tanreny Account Status: (@ Enabled

Meww Passwiord:

Werified Password

First Name: # Timothy
Mliclille: Mame:

Last Name: # Andrewy

Ermail: # tandrew@acme com
Phore:
Address
Street 1:
Street 2

City: Stete: Zip

Courtry: Selsct courtry M

Roles:

A(IiIJREmuIBl%

@ Add € Remove Save Cancel

3. Click Add/Remove in the Roles section of the user details pane. The Add/Remove Roles dialog box is
displayed.

4. Select the role(s) you want to assign to this user and then click Make Changes. The selected roles are
displayed in the Roles box.

5. Click Save.
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6  Uninstalling IntelligenceCenter

This chapter provides uninstalling IntelligenceCenter (IC) and DataCollector (DC) and their components.

It includes the following sections:

a0 Uninstalling IntelligenceCenter—on page 69

0 Uninstalling DataCollector—on page 71

Note  If you inadvertently uninstall one of the components used by IC

(PostgreSQL) or DataCollector (PostgreSQL, Python, PyGreSQL,

or Microsoft Visual C++ Redistributable), you will have to
completely uninstall the product and then reinstall it. You will not
be able to use the IC or DC setup to repair a partial uninstall.
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Uninstalling IntelligenceCenter

The IC setup installs the IC software and, if it’s not already installed on the system, the PostgreSQL
software. Because the PostgreSQL software may be used by other applications, the IC uninstall program
does not remove it.

To uninstall the IC and, optionally, the PostgreSQL software:
1. Click Start and select Programs > Blue Coat > IntelligenceCenter > Uninstall IntelligenceCenter. The
Uninstall program launches and the Uninstall IntelligenceCenter screen is displayed.

i

BLUECOAT® IntelligenceCeater Uninstall IntelligenceCenter

< Aboutta uninstall...
Uninstalli
Unin
Intelligence Center

This will remove features installed by InstallAmywhere. [twill not
remaove files and folders created after the installation.

Erevious Uninstall

2. Click Uninstall. The Uninstall IntelligenceCenter screen displays as the program is uninstalled.
3.  When the Uninstall Complete screen appears, click Done.
4. Uninstall PostgreSQL using the Windows Add or Remove Programs utility as follows:

% Note  Youshould only uninstall PostgreSQL if you are sure it is not being
used by another application (such as DC).

¢ Click Start and select Settings > Control Panel > Add or Remove Programs. The Add or Remove
Programs window appears.

® Locate PostgreSQL 8.4 on the list of Currently installed programs and click Remove.
* When prompted to confirm the uninstall operation, click Yes.
* When the uninstall completes, close the Add or Remove Programs window.
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5. Remove the Windows postgres user as follows:

* On the Windows desktop, right-click My Computer and select Manage. The Computer Management

dialog box is displayed.
¢ Click Local Users and Groups to expand it.
¢ Click Users. You should see the postgres user displayed on the right side of the window.
* Right-click the postgres user and select Delete.
* When prompted, click Yes to confirm the deletion.

6. Manually remove any remaining files — such as log files and data directories— by deleting the
following directories:

¢ Remove any remaining IntelligenceCenter files by deleting the folder where you installed the IC
software. By default, IC is installed to C:\BlueCoat\IntelligenceCenter.

* Remove any remaining Postgres files by deleting the C:\Program Files\
PostgreSQL directory.

e If you installed the Postgres data directory to a location other than the default (C:\Program
Files\ PostgreSQL\8.4\data), you must delete it also.

* Remove any remaining Postgres folders from the C:\Documents and Settings
directory.

7. Reboot your system.
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Uninstalling DataCollector

The DC setup installs the DC software, including the following third-party components:
¢ Python
® Microsoft Visual C++ Redistributable
¢ PyGreSQL
® PostgreSQL (if it wasn’t already installed on the system)

Because these third-party components may be used by other applications, the DC uninstall program does
not remove them.

Note Do not uninstall any of the third-party components required by
% DC unless you intend to uninstall DC. If you inadvertently
uninstall one of the required components, you will have to
uninstall DC and reinstall it in order for it to function properly.

To uninstall DC and its components:

1. Click Start and select Blue Coat > DataCollector > Uninstall DataCollector. The Uninstall program
launches and the Uninstall DataCollector screen is displayed.
Y2 Uninstall DataCollector A I ] 1

BLUE COAT® DataCallecter Uninstall DataCollector

Ahoutto uninstall...
DataCollectar

This will remave features installed by InstallAnywhere. [twill not
remaove files and folders created after the installation.

Cancel Frevious :

2. Click Uninstall. The Uninstall DataCollector screen displays as the program is uninstalled.

3. When the Uninstall Complete screen appears, click Done.
4. Uninstall Microsoft Visual C++ using the Windows Add or Remove Programs utility as follows:

¢ If the Add or Remove Programs window isn’t already open, click Start and select Settings > Control
Panel > Add or Remove Programs.

¢ Locate Microsoft Visual C++ 2005 Redistributable on the list of Currently installed programs and click
Remove.

¢ When prompted to confirm the uninstall operation, click Yes.
5. Uninstall PostgreSQL using the Windows Add or Remove Programs utility as follows:

Note  Youshould only uninstall PostgreSQL if you are sure it is not being
used by another application, such as IC. If you already uninstalled

IC from this system you may have already uninstalled Postgres.
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¢ If the Add or Remove Programs window isn’t already open, click Start and select Settings > Control
Panel > Add or Remove Programs.

* Locate PostgreSQL 8.4 on the list of Currently installed programs and click Remove.
* When prompted to confirm the uninstall operation, click Yes.
* When the uninstall completes, close the Add or Remove Programs window.
6. Remove the Windows postgres user as follows:
* On the Windows desktop, right-click My Computer and select Manage. The Computer Management
dialog box is displayed.
¢ Click Local Users and Groups to expand it.
¢ Click Users. You should see the postgres user displayed on the right side of the window.
* Right-click the postgres user and select Delete.
* When prompted, click Yes to confirm the deletion.

7. Manually remove any remaining files — such as log files and data directories— by deleting the
following directories:

* Remove any remaining DataCollector files by deleting the folder where you installed the DC
software. By default, DC is installed to C:\BlueCoat\ DataCollector.

* Remove any remaining Postgres files by deleting the C:\Program Files\
PostgreSQL directory.

e If you installed the Postgres data directory to a location other than the default (C:\Program
Files\ PostgreSQL\8.4\data), you must delete it also.

* Remove any remaining Postgres folders from the C:\Documents and Settings
directory.

8. Reboot your system.
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7 IntelligenceCenter Best Practices

For best performance, use the following best practices when deploying IC:

O Make sure that the time on IC, DC and your data sources is in sync. Consider using DC as the SNTP
Primary time server for your data sources. Refer to “Modify Date and Time Settings” in PacketGuide
(https:/ /bto.bluecoat.com/packetguide/current/nav/tasks/configure/setup-date.htm) for
instructions on setting the time server for your PacketShapers.

0 Make sure that the servers on which you install IC and DC meet the data thresholds for all data you
are collecting as described in “System Requirements Per Deployment” on page 6. In addition, make
sure that the data being collected by a single DC does not include more than 2 to 3 million host pairs.

0 If you have many devices, you can optimize the speed at which the network tabs load by organizing
small groups of devices into sub-groups or by creating your own network views. You can then report
on these sub-groups or views rather than on the entire network to improve report generation times.
This is especially beneficial for Top N reports.

0 When running reports, consider that the amount of data, the number of devices in the selected
network group, and the length of the report time range you select all affect the amount of time it takes
to generate the report. If you have a large amount of data and you need to run reports across your
entire network and/or reports with large time ranges, consider scheduling the reports rather than
waiting for them to run on demand.

0 When defining your data sources, drag sub-groups into the DataCollector Data Sources tab rather
than dragging individual devices in. This saves time and allows any new devices you add to the
branch to automatically get defined as data sources.

a0  For the best possible correlation of data across FDR and ME reports, make sure that you are collecting
ME and FDR from the same set of devices.

a0 If you have a busy system, minimize the amount of automatic updates that you enable because this
will slow down other operations, such as reporting. For example, do not enable the automatic update
feature on the portlets. Instead, use the Refresh Data option to refresh the data when you are ready to
view it.

a  If you modify the DataCollector data retention values, use care not to set an aggregated value lower
than a more granular value. For example, do not set the retention value for Hour to a value that is
lower than the retention value for Raw. Similarly, do not set the retention value for Day to a value that
is lower than the value for Hour.

a  To improve login performance, change the Initial Start-Up Screen for your user profile from Monitor
unless you need to view your portlets immediately upon login. Each time you load the Monitor page,
the queries on each active portlet are executed, which slows the loading of the application.

a  To optimize report generation times for your users, create separate user profiles for each person who
will be running reports and portlets.
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Each time you run a report, one or more database queries are run on DataCollector, using system
resources. The more difficult the query (that is, the more data there is to look through and the more
database tables that DC must fetch data from), the more resources are consumed. Therefore, make sure
that the reports you are running make sense for the data you have. For example, if you only have one
VLAN (you can check by going to the DataCollector Status tab), it does not make sense to waste
resources running the Top VLAN report.

If you run a report and then decide to cancel it by closing the browser window, the report continues to
run in the background. If you continue to run subsequent reports while previous reports are still
running in the background, system resources will be depleted.
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